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1 Executive Summary

1.1 Context

This research projectlaunched by the European Commission Directorate General for

Enterprise and Industy AO DAOO 1T £ OEA %0 Gdoibgleskills atjendais EOOET 1 8 (
aimed at helping to mature the ICT profession within EuropeThis objective of maturing the

ICT profession is not unique to Europe: indeed, the project reflects parallel efforts to mature

the ICT profession in other parts of the world, such as TechAmerica in United States and ITA

in Japan.

This current project isaimed at supporting the development of a European framework for
ICT professionalism, with the goal of enhancing professionalism and mobility across Europe.
The project also incorporates proposals to support the development of a European training
programme for ICT managers.

There are strong motives for maturing the ICT profession:

- ICT Skills Gaps - Skills gaps of up to 13% are forecast over the period
2010-2015%, potentially acting as a brake on European competitiveness
and recovery gi venablerdEbusinessvatué e as an e
- Poor image of ICT profession 1 A poor public perception of the ICT
profession is impacting on the numbers entering the profession
- ICT Knowledge Deficiencies - Low levels of ICT knowledge amongst ICT
practitioners, and/or knowledges i | os, preventing a Vview
of ICT, its interconnectedness, and its role in enabling organisational
capability planning. In this respect, a 2011 CEPIS survey suggested that
N79% of respondents may-campetencesaeq@redt he br
by the’ir roleo
- Traditional focus and reliance on Computing Science degrees i
Tertiary education providers need to adapt in order to meet the growing
industry demand for ICT professionals; moreover, industry demands
people from alternative professions/disciplines
- ICT Project Failures i Recent research from Said Business School®
identified cost overruns in 8 out of 10 ICT projects, and a disproportionate

! Empirica (2009). Monitoring e-skills demand and supply in Europe. Available at:
http://www.eskills -
monitor.eu/documents/Meskills%20Scenario%20and%20Foresight%20report_final.pdf

>CEPIS (2011). CEPIS Survey of professionat@mpetence in EuropeAvailable at
http://img8.custompublish.com/getfile.php/1727380.1488.wvrvixpf cy/CEPIS+Professional+e
Competence+European+Report.pdf?return=www.dataforeningen.no

http://www.cepis.org/media/CEPIS_Prof_eComp_PanEU_Report 020920111 .pdf

® Flyvbjerg, Band Budzier, A (2011).Why Your IT Project may be riskier than you think. Harvard
Business Review Magazine (September 2011). Availabht: http://hbr.org/2011/09/why __ -your-it-
project-may-be-riskier -than-you-think/
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numberofso-cal | ed #AlI CT bl ack swanso, with one

experiencing a cost overrun of 200%.

The most important reason for change however, stems from the extent to which ICT
has the potential to harm society. Professions have traditionally emerged when
failure to apply domain -specific knowledge successfully would have had an adverse
impact on society. As we now enter the next wave of computing, known as pervasive
computing, the extent to which ICT is embedded in society will inevitably grow. If we
fail to take steps to mature the profession now, it is likely that the risks to society
from ICT will grow to unacceptable levels z as such, the call for action is clear.

The project work was undertaken in two phases: phase | comprised desktop research and
analysis, combined with a survey of over 300 ICT experts and practitioners, in order to
createthe synthesis report on the state of play of ICT Professionalism. In contrast, the
second phase focused on the preparation of detailed proposals for a European framework
for ICT professionalism based on the desktop research and analysand iterating these
proposals with relevant stakeholder groups, the results of which are contained in this
document.

1.2  Defining the ICT professional

I AOT 00 %001 PAh OEAOA AOOOAT OI U EO 11T ATITI1T11
in some countries, the term is acqaed to mean someone who has acquired relevant
gualifications and competences; in other countries, individuals can practice as an ICT
professional with scant knowledge and experience in the area. For this reason, as part of our
research, we developed thedilowing definition for ICT professionals, as stated below:

ICT Professionals:

e possess a comprehensivand up-to-date understanding of a relevant body of
knowledge',

e demonstrate on-going commitment to professional developmert, via an appropriate
combination of qualifications, certifications, work experience, norformal and/or
informal education;

e adhere to an agreed code of ethics/condutand/or applicable regulatory practices and,

e through competentpractice’ deliver value for stakeholders.

*4EAR OAOI OOAI AGAT O AT AU 1T &£ ETIi xi AAGA AT AT 1 PAOOAOD
knowledge base which is upto-date, accommodating both a common ICT body of knowledge, and
pertinent specialist knowledge and skills.

Professional development focusesn improving professional competence in a professional role,
with the objective of enhancing personal performance and career progression opportunities. It can
encompass both technical aspects (e.g. keeping abreast of latest technological trends) as well as
non-technical aspects (e.g. developing better presentation skills).

Professionals are accountable to themselves, the ICT Profession and society, through an agreed
code of ethics/conduct or applicable regulatory practices.

14| Page
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This definition, which was reviewed and widely accepted by th€EPIS Taskorceon ICT
Professionalism, andCEPIS Council membetsreflects the importance of the key building
blocks found in other professions : Bodies of Knowledge; Education and Training;
Competences and Ethics. These same building blocks constitute the foundations of the
proposed framework.

1.3  Framework Proposals

Reflecting the fundamental elements of the above definition for ICT professionals, the key
components of the framework are as follows:

European e-Competence Framework (e-CF)z Currently comprising 36 ICT competences
and five proficiency levels, the eCF & a simple framework aimed at providing transparency

of ICT competences across organisations and countries. THEE allowsICT practitioners to
assess their competences and proficiency in an objective and uniform fashion. ICT job roles
can be defined in €&rms of competences and proficiency levels that practitioners understand
across Europe and on a consistent basis. Certifications and qualifications can be promoted in
terms of the ICT competence improvements that they in turn will deliver. As such, this
represents a significant step forward in terms of promoting a common language and shared
understanding of ICT competences across Europe.

The engagement of multiple stakeholders in the planned third iteration of the-EF will
enhance the robustness and scopaf the framework to support fully the required usecases,
reinforcing its potential role as a Rosetta stone of ICT competences and facilitating the
mobility of workers across Europe.

The eCF is, in essence, only a framework. However, it is a cornerstomeund which an eco
system of organisations will develop in order to provide toolsets and services to facilitate its
use among user stakeholders (ie the practitioners, employers, education providers and
government users). Coordinated and cooperative actiowill be required within this
ecosystem in order to achieve this goal of supporting users in their transition to the @F.

Additionally, e-Competences also form the basis for the ICT Professional Profiles project

that defines a selection of ICT profiles win their respective e.competences and proficiency

levels. In turn, this can be extended to define ICT career streams, providing practitioners

with greater clarity over potential careers in ICT and the competences required to achieve
this progression.

Foundational ICT Body of Knowledge meta -model z Other professions, such as medicine,

engineering and law, require all members to possess a shared understanding and language

of their respective domain. This weHlestablished approach allows practitioners to

undeOOOAT A OEA 1 OI OEPI A ET OAOAAOQOET T O AAOxAAT AOA

" Competent practice communiates the concept of quality of products and services being delivered

by practitioners.

8 CEPISCouncil is the governing body of th&€ouncil of European Professional Informatics

Societies (CEPIS) Meetings are held twice a year and are attended by repredatives from CEPIS
Member Societies.
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professionals, we would aim to improve communication between professionals, as well as
reducing risks within ICT projects.

We therefore recommend the definition and adoption of a foundational ICT body of
knowledge that would encompass a broad range of topi¢potentially including non-ICT

topics); however, recognising the highly dynamic nature of ICT, we would propose a meta
modelling approach to facilitate its maintenance over time (that is to say, we would identify
the areas and nature of expertise requiredpossibly in the form of a syllabus, as opposed to
defining the actual detailed content therein). In terms of its adoption by practitioners, we
would again propose a selassessment mechanism; and clearly, employers and HR

managers would have an importantole to play in promoting the importance of this

component.

Multiple educational pathns z) T AOOOOU AAI AT AO DPOT AAOOEIT 1T Al
OEA OECEO pPI AAA AO OEA OECEO OEIi Ad68 (1 xAOA
meet the expected demand for ICT professionals due to the inelasticity of supply. At the

same time, nany people wanting to progess as professionals have acquired deep expertise

in the course of their ICT careerbut few formal qualifications.For this reason, we mst
recognise and supportthe co-existence ofdifferent educational paths (including formal
gualifications from a higher education institute, certifications from industry providers, non
formal education facilitated by employers and informal learning). This is particularly

important for the ICT profession, given the rate of change and innovation within ICT, and

the need to embrace the skills and knowledge of people coming from outside the traditional
computing science graduate career streams.

o
O

Ethics z whil e physicians in most countries are no longer required to take thidippocratic
Oath, there is still a need for physicians as with other professionals to behave ethically. In
practice, a single code of ethics for alCT practitioners across Europe is unredsktic, given

the diverselanguagescultures, histories, and values possessed by each counti®ar this
reason, we propose thealignment of national codes of ethics/conduct against a common and
core set of ethical issues, as outlined in a meteamework (e.g. a series of relevant
criteria/guidelines). Such an alignment would encourage a shared sense of acceptable
behaviour within the profession across Europe, and potentially more importantly, it would
help to establish precedents for what could be consideteunacceptable behaviour for ICT
professionals. Reflecting the split of opinion on the topic of adherence, this report makes no
concrete suggestions as to how to enforce such adherence to a code of ethics/conduct. If
public opinion on the matter shifted casiderably, it is possible that Informatics Societies
and/or similar communities of professionals could adopt a role in the areas of monitoring
and managing enforcement among professionals, but at present, there does not appear to be
a clear demand or appgte for such a function.

1.3.1 Value Driven Framework
Some of the key facets shaping the design of the model are as follows:

Self-assessment: from the perspective of aspiring professionals, the framework is entirely
based on seHassessment rather than througthe introduction of new regulations;
practitioners will be offered the opportunity to self-assess their competences against the
European eCF and their baseline knowledge against the Foundational ICT Body of
Knowledge metamodel. There is, currently, nodentified requirement for external
validation (e.g. peer review of experience and competence); over time, however, some
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industries may call for this (e.g. information security) but we see that this would be driven
entirely by industry, if at all, as opposd to via legislative channels.

Parity : acknowledging the multiple entry paths into the ICT profession and the importance
of life-long learning, equal recognition and importance is given to formal qualifications and
certifications as well as norformal and informal learning. The ICT profession will not serve
itself in the long-term if entry is solely restricted to Computing graduateg the profession
must recognise the merits that professionals from other backgrounds can bring.

Compatibility : the framework is aligned with and builds on existing national mechanisms.
For example, the eCF does not replace national competence frameworks, but provides a
mechanism for translation between countries. Compatibility is an important criterion:
Member States have diffeent levels of maturity and different approaches to key aspects of
ICT professionalism. Our proposals therefore are based on points of commonality, and seek
to provide the desired benefits while respecting the need for national solutions.

Straightforward z A more complex framework might offer more sophisticated functions
and value to specific industry segments, but by adopting a straightforward framework,
capable of being understood and adopted by individuals, SMEs, corporates and
governments, we feel thathe framework stands a greater chance of being widely adopted,
and therefore delivering on the anticipated benefits.

Sustainability : the proposals are aimed at establishing a profession which is essentially
self-sustaining and driven by market demand, rathr than developed and maintained
through large-scale central investment. Implicit in constructing a sustainable model is the
identification of clear value-streams for each stakeholder in order to foster its adoption, as
shown at summarylevel in the tablebelow.

Stakeholder Value/revenue stream

Practitioners e International recognition of ICT competences and
knowledge, enhancing mobility and credibility

e Improved clarity over ICT career paths and competence
requirements

Employer e Reduced cost, effort, antime to recruit, deploy, train
and develop suitable ICT resources, as well as improve
capability to align ICT resources with business
requirements

e Competent professional IT workforce, reflecting
industry demand

Education Provider e Increased market size oportunities resulting from
improved transparency and comparability of
educational offerings

e Improved demand for education to support lifelong
learning requirements

Local/ National/European e Enhanced visibility of supply and demand of ICT skills,

Government Entities helping to provide a robust and granular basis for
informed policy setting atlocal, national and European
level

e Enhanced competitiveness on a global stage resulting
from improved efficiencies within industry

Professional Associations e Opportunity to mature the ICT profession and boost
membership
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e Stronger role in communicating/shaping emerging
industry practice

Trade Unions e Promote interests of ICT workers at organisational,
national and international level (e.g. employment
prospects, security)

e Potential for increased union strength and coherence

Society e Reduction in risks emanating from an increasingly IGT
enabled society

e Improved employment prospects

Table 1 Summary of stakeholder responsibilities

1.3.2 Action Points

As part of the project, we identified a series of action points to support the maturing of the
profession in the short to medium term.

Action Description

1 Establish a scalable and sustainable operating model fpromoting ICT professionalism
in Europe

2 Form/Mobilise ICT Professionalism stakeholder entities at national and European level

3 Establishand promote adoption ofa European meta model for a common foundational

ICT body of knowledge (BoK), (for use bgducational providers)

4 Drive broad adoption of the European €Competence Framework (eCF) within
education providers, ICT practitioners and employers

5 Develop parEuropean ICT professional career streams

Investigate synergies between practitionedCT competency frameworks and
organizational ICT capability frameworks

Promote confidence in educational mapping to the-€F through auditing

8 Provide paths for validation of norformal ICT education and training as well as informal
ICT learning
9 Drive adoption among organisations and ICT professionals of national codes of ethics ¢

conduct aligned with a European meta framework of ethical issues

10 Enhance linksbetween ICT professionalism stakeholders within Europe and globally (e¢
via annual ICTProfessionalism workshop)

Table 2 Selected Action Points

1.4 Conclusion

In the course of this project, we have engaged with many experts and practitioners3G0)
in order to understand the current state of ICT professionalism in Europe (see interim
report: http://ictprof.eu/index.shtml ) as well as comprehend what aspects of
professionalism are important to different stakeholders. This insight and knowledge has
helped to shape the proposals contained in this document and we have continued this
dialogue with different stakeholders throughout Phase Il in order to continually test and
refine our proposals.

The proposals developed are for the consideration not only of the European Commission
but also for EU Member States, education providers, industry participants, as well as other
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relevant stakeholders. This is an important distinction as the European Commission is only
one player in a largescale change process demanding the engagement of multiple
stakeholders. The European Commission can play a vital role in facilitating engagement and
collaboration between interested parties, as well as facilitating the development of artefacts
which cannot realistically be produced by any single Member State or organisation.
However, engagement by national governments, as well as industry and education
providers is also essential to support the sustainability of the proposed framework.
Moreover, actions must be coordinated and aligned in order to successfully exploit the best
practices, and lessons learned.

We believe that this document reflects a rationalpragmatic response to a reaorld

problem. In reality, however, the true test of our proposals is the extent to which different
stakeholders across Europe accept them and adopt the shared goals and approach as their
own.

Establishing a profession takesnany years. Moreover, as we propose introducing changes

to established ways of working, there will invariably be individuals and organisations
opposed to aspects of the proposals. We both recognise this as inevitable and in many ways,
desirable z stimulating dialogue and engagement was one of the original objectives of this
project, and ongoing communication, cooperation and collaboration with relevant
stakeholders are determinant in achieving the desired goals in the long term.
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2 Introduction

2.1  Project Objectives

The objective of this project, launched by the European Commission Directorate General for
Enterprise and Industry, is to support the development of:

e A European Framework for ICT Professionalism with the goal of
enhancing ICT professionalism and mobility across Europe.

e A European Training Programme for ICT managers to promote new
competences with a view to better address the challenges of ICT driven
innovation and the future Internet.

The study, focusing on ICT practitioners and ICT managers (ClOgldheir equivalent in
smaller enterprises) working in the European economy, serves as a contribution to the
implementation of the Digital Agenda for EuropgEuropean Commission, 2010)which was
adopted on 19 May by théeuropeanCommission.

The study, focusing on ICT practitioners and ICT managers (ClOs and their equivalent in

smaller enterprises)working in the European economyis launched as a followup to the
Communication one-Skills for the 21st Century: Fostering Competitiveness, Growth and Jobs
(European Commission, 2007which was adopted by theCommission on 7 September

2007. It also servesas a contribution to the implementation of the Digital Agenda for Europe
(European Commission, 2010) xEEAE xAO AAI POAA 11 pw -AU AU
Action 11: By 2012, develop tools to identify and recognise the competences of ICT

practitioners and users, linked to the European Qualifications Frameworkand to

EUROPASSand develop a European Framework for ICProfessionalism to increase the

competences andhe mobility of ICTD OAAOQOEOET 1 AOO AAOT 00 %001 PAOG

2.2  The Imperative for Change

The need for the ICT profession to mature does not solely stem from a desire to fill
anticipated skills gaps or to reduce the number of ICT projects which are late over-budget
Z instead, the motives for change are more profound.

Currently, ICT underpins almostkvery aspect of society in Europe including finance,

health, transport, media, manufacturing, and government; indeed, there are few sectors that
remain resistant to itsinfluence. The reach of ICT is vast, mainly due to its role as an enabler
- an enabler of efficiency, of communication, of innovation, and of value. However, as the
application and adoption of ICT in society grows, so too, do the potential risks to society

9 Cf. Recommendation of the European Council and the Parliament on the European Qualifications
Framework for lifelong learning.

19 Cf. Decision No 2241/2004/EC of the European Parliament and of the Council of 15 December

2004 on a single Community framework for the transparency of qualifications and competences

(Europass).
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Professions emerge when practitioners are required to apply specialist knowledge in a
chosen field, and where failing to apply this knowledge successfully harms society (for
example, imagine the consequences of a layperson operating as a doctoawarchitect).

ICT is now so embedded in our society that the consequences of its failure now represent
real threats to the effective functioning of society. Moreover, as we now embark on the next
wave of computing- the appropriately titled pervasive computing'z the potential risks to
society will inevitably grow. If we are to effectively manage the risks posed by ICT to society
without impeding progress, the call to mature the ICT profession is clear.

Moreover, the benefits of a mature ICT profession do not leby apply to society at large:
practitioners would benefit from a profession by understanding potential paths to progress
and to develop personallyas well as gainingecognition for their contribution to the
profession and society as a whole; enterprisewant competent professionals it would give
them confidence in the quality of the person, and in the quality of their outputs. Would

also mean theycould plan z to recruit, to deploy, to develop. At a macrdevel, the mobility

of workers wouldalsod T OOEAOOA O %OOI pPA8O AAEI EOU O1 AT i

This project attempts to outline a possible framework to help support ICT professionalism.

It should be noted that this is not an academic exercise in defining ICT Professionalism. This
is a pragnatic response to a realorld problem. In doing so, we are seeking to understand
the needs of different stakeholders and what is important to them, and using this as the
basis to identify the key components of a framework and how this might operate in ptéce.

2.3  Target Audience

Acceptance and adoption of an ICT professionalism framework across Europe will take
many years. However, given the increasingly pervasive nature of ICT, it is important to
society as a whole that steps are now taken to prevent future generations sufferiag a
result of inadequate levels ofCT professionalism

The framework proposed in this paper is targeted at ICT practitioners and ICT managers in
all countries in Europe. Recognising the different norsy practicesand levels of maturity
across the countres of Europe we have created a solution that encourages practitioners to
become part of an emerging profession, and that will encourage cressrder mobility, as

well assupporting practitioners in their efforts to improve their competences. We recognise
both cultural and legal diversity of European countries in this domain. Our target is to create
a solution that will strengthen the profession for all.

2.4  Limitations and Expectations

We should be carefuto recognise the limitations of the framework. It is targeted at the bulk
of ICT practitioners who want to become ICT professionals. It is not targeted at the
exceptionsz Steve Jobs and Bill Gates had no formal ICT qualifications (both university

! pervasive computing (also known as ubiquitous computing) refers to the trend whereby computing
technology is becoming embedded in virtually every ddéce and moreover, is interconnected with
all other devices.
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dropouts), they holdno formal certifications, show no evidence of notfiormal learning.
Nonetheless, no one would question their competence or professionalism in ICT. However,
in practice, we cannot afford to sacrifice the good on the altar of the great. This paper
therefore sets out a proposal to address the problem of maturing the ICT profession as a
whole.

We should also be realistic in setting expectations. Professions take many years to become
established. This project represents a bold initiative to act as a catalystimaturing the ICT
profession across Europe but it should be viewed solely as one of a series of steps, rather
than an end in itself.

It is therefore hoped that the proposals contained in this document will form the basis for

further work and discussion amang key stakeholders within Europe and potentially further
afield, in order to help shape this emerging profession.

2.5  Steps Achieved

2.5.1 Phasel

Z A L oA ~oA

OEA OOOA O Ardirg FET PrbfdssiomalistmAa@ A raining Programmes for ICT
Managers A brief description of the key steps in Phase 1 is shown the below table

Phase 1

Project Description

activity
Data Capture Undertake desktop research, examining relevant academic studies and initiatives
Analysis Analysis of desktop research to identify key characteristics, barriers, lessons

learned and best practices, supporting identification of issues for analysis in
interview activities.

Interviews Gauge opinion of ICT experts representingwide range of relevant stakeholder
communities.

Synthesis Synthesise all relevant materials and insight to create an interim report

Inform Dissemirate interim report findings (via dedicatedproject website).

Table 3 Phase 1 Steps

25.1.1 Overview of Phase 1 Projed&ctivities.
25.1.1.1 Data Capture and Analysis activities:

In terms of ICT professionalism, to date, numerous academic and professional
collaborations have considered the fundamental requirements for ICT to emerge as a
profession. Our review of this research has identified four key topics that are consistently
addressed intheseresearch initiatives, and which we consider as fundamental building
blocks or pillars for an ICT profession. Theswpics are Bodies of Knowledge, Competences,
Education & Training, and Professional Ethics.

The desktop researchfor these four areasand the analysis thereof provided an indepth

understanding of initiatives to date and identification of key issues, relevant barriers and
success factors for existing initiatives.
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25.1.2 Interviews

The background researchdescribed aboveprovided the basis for developing a
questionnaire to elicit insights from ICT practitioners on these foubuilding blocks, on the
importance of developing an ICT profession and on the requirements for a training
programme for ICT managersThe intent was to ensurethat representative viewsand
concerns were captured and used to shape an effective research questionnaire. This
questionnaire was developed, tested and refined. Bproject proposed to acquire insights
from 100 experts; in total 380 experts responded From the list of respondents, a number of
follow up interviews were carried out to probe greater depth of insight in key areas of
interest. These followup discussions also served as the basis for confirming the data
collected via the questionnaireThe interim report incorporates the input of interviewed
experts on each of our four building blocks and on ICT training

2.5.1.3 Synthesis

Our combined analysis of the desktop research and data collected via survey/interviews
resulted in the identification of recommendationspertaining to each area, which formed the
basis for further investigation in phase 2.

2.5.2 Phase 2

Phase 2 of this project commenced in July 2011. Based on our initial research findings from

Phase I, we developed, during numerous workshops, an initial proposé@mework for ICT
Professionalism (see SectioB and Section10). During the second phase, the focus of the

project shifted fundamentally to one of engagement so that the proposed framework could

recognise and support the objectives and needs of multiple stakeholder communities. The

related work, which was undertakentoded 1 | & DB OT BT OAT1 O &£ O OEA 0%dOOI
00T COAIT T A EI O )#4 - AT ACAOOGOHh Al O EAI PAA O £EO
framework.

Phase 2
Project Description
activity
Formulation Design tentative framework based on feedback from Phase | fdiscussion with
experts
Engagement Engage with various experts representing different stakeholder groups in order to

obtain feedback on the structure and operation of the framework proposals (Note
Engagement was not a discrete step but continugtiroughout the project,
reflecting the importance of acquiring and maintaining stakeholder support)

Synthesis Synthesise all relevant materials and insight to create a final report.

Dissemination Develop relevant materials to support dissemination (vigroject event, video,
brochure, final report)

Wrap-up Close project (Create archive; review lessons learned)
Table 4 Phase 2 Steps

2.6 Document Structure
Reflecting the overall structure of the project, this report is split into twamain sections:

Phase I: covering Desktop Research, Interview Methodology, Interview Results
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Phase IlI: covering the Framework proposals and Recommendations

The content for Phase | has been extracted from the published interim report of the project,
including the complete set of Country Profiles, included here as an appendix.
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3 Scope and Methodology

3.1  Approach

Developing a European framework for ICT professionalism and a European training

program for ICT managers involves understanding the key issues that irapt on

establishing and maturing an ICT profession. An important starting point involves
considering what it means to be a professional. An obvious expectation is that a professional
will meet high performance levels and make valued contributions to his/heorganisation

and the profession. This is exemplified in the Chartered Institute of Personnel and

$AOAI T PI AT O8O0 j#)0$Qq AEOAOOOEIT 1 &£ OEA TAAA £Ai
organisation in which they are employed. They state that professionals chnhAA O OEEO OOAI
AAARAAG AGPAAOAOETT AU £ O AgAi Pl A | £#£ZAOET ¢ EEC
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methods of their colleagues, adopting good practices fronutside the organisation, and
articulating and developing the values of the organisation, among other ways.

In order to achieve the objectives as set out in sectidh1the research followed a Design
Science Approach. The first phase of the project focused on understanding the European
landscape in terms of ICT Professionalism and CIO Education. The second phase of the
project (post June 2011) endeavoured to identy and create the necessary artefacts /
frameworks / methods through open innovative researchcollaboration with the key ICT
professionals throughout the EU.

In terms of ICT professionalism, to date, numerous academic and professional
collaborations haveconsidered the fundamental requirements for ICT to emerge as a
profession. Relevant initiatives across Europe and further afield have focused attention on a
number of key areas. Our review of this research has identified four key topics that are
consistently addressed in research initiatives, and which we consider as fundamental
building blocks or pillars for an ICT profession. These include:

e Bodies of knowledge (BOKSs) - One method of establishing a profession is to define
a common body of knowledge and laguage.Today, there are numerous ICT related
BOKs; our efforts in this area have focused on exploring the scope of relevant BOKs
SO as to encompass an appropriate breadth for an ICT professiand to understand
the relevant characteristics of these BoKsl1l BOKs, which form a considerable
repository for the professional knowledge as used by ICT professionals, were
examined and evaluated in terms of content, origins, coverage, usage, currency etc.
While we are not proposing that professionals be required tpossess a detailed
understanding of all of these BoKs, we have identified the need for a common level of
understanding of the topic, upon which specialist knowledge can be built.

e Competencies - An understanding of the capability and competency needs of
individuals working in ICT roles is essential for organisations to effectively recruit
and develop suitable employees. Understanding the core areas of expertise required
by various ICT roles and maintaining appropriate levels of competencies through
commitment to continuous professional development is necessary to building an ICT
profession.We identify initiatives pertaining to competencies and consider how
organisational/national/European competence frameworls could be incorporated
within a European framework for ICT professionalism.

e Education, Training and Certification z Formal education, training and
certifications as well as norformal and informal educationare now regarded as o
mutually supportive compond OO 1T £ AT ) #4 DOl AAOOEI T AI 60 A,
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the numerous industry and vendor neutralcertifications, academic qualifications and
associated quality standards that exist, any European framework needs to effectively
accommodate those in order todcilitate transparency of the credentials awardd

and their portability across Member Sates. We identify and review numerous
initiatives in this area.

¢ Professional Ethics z A defining aspect of any profession involves adhering to
professional ethical comuct. Assuming ICT is to mature as a profession in the same
way as many other professions, the need for professional ethics in ICT is paramount,
particularly considering the pervasive nature of ICT on individuals lives and issues
such as privacy, securityequity of access and so on. Effectively addressing this issue
of ethical conduct is critical for the ICT profession to garner positive perception by
the public. We examine initiatives pertaining to ethical conduct in ICT, with a view to
considering how Cales of Ethics/Conduct could best be accommodated within the EU
framework for ICT Professionalism in a sustainable fashion.

Considering these four pillars in terms of the need for professionals to add value to their

organisation, as discussed above, we cdande that the combination of all four pillars serves

AO A OI1EA AAGEO A1 O )#4 DOl AAOGOET T AT O O 1 AAO ¢
of knowledge in a relevant ICT area, serving as the basis for developing

certifications/qualifications that are transparent, portable and based on a defined standard,

DOl OEAAOG AOGEAAT AA T £ OEA DPOI AAOGOEITAI 80 OEEI T O7 7
specific point in time. Ensuring currency of competencies/skills through engaging in

continuous professionaldevelopment and performing work activities to an ethical standard

provides evidence that the professional continues to deliver value in a manner that is

acceptable to the organisation and the public.

In terms of developing a training progranme for ICT maragers, consideration was given to
identifying linkages between existing cdaborative initiatives between industry, academia,
professionalinstitutes, and localgovernments. In order to frame this progranme, research
was undertaken to identify best practies in termsof the scope of ICT training programmes
currently offered, to identify core curriculum components, and to consider target audience,
the nature of training, the modes of delivery, the expected capability on completion, and so
on.

The desktop research into the proposed four pillars of ICT professionalism and into current
training offerings for ICT managers resulted in a comprehensive overview of initiatives in
these areas across Europe and the rest of the world. This desktop research and analysis
thereof provided an in-depth understanding of initiatives to date and identification of key
issues, relevant barriers and success factors for existing initiatives. This background
research provided the basis for developing a questionnaire to elicit insigd from ICT
practitioners on these four pillars, on the importance of developing an ICT profession and
on the requirements for a training programme for ICT managersThe intent was to ensure
the most up-to-date thinking and concerns were captured and useib shape an effective
research questionnaire. This questionnaire was developed, tested in consultation wigh
small sample group of expert@and refined. This project proposed to acquire insights from
100 experts; in total 380 experts responded From the list of respondents, a number of
follow up interviews were carried out to probe greater depth of insight in key areas of
interest. These follow up discussions also served as the basis for confirming the data
collected via the questionnaire. This report incoporates the input ofthe interviewed

experts. Through incorporating the input of these groups, we have worked to ensure the
research is valid (we asked the right questions), is reliable (the data is representative of the
wider community) and is generalizalie (the findings can be related to the wider
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community). All research conducted for this report adhered to high ethical research
standards, thereby ensuring research integrity.

3.2 Stakeholders

Stakeholder groupings for this project are numerous, as outlined iRigure 1 It is arguable

that because of the pervasive nature of ICT that all of society has a stake in defining how ICT
practitioners are engaged and consulted. For the purposes of thisgpect however we have
grouped subsets of the stakeholders into various classifications.

ers

o a(,f\"—\o“

Figure 1 Multiple stakeholder communities involved

For an ICT professional framework to be successful, there is a requirement to better
understand the needs of the various ICT stakeholder groupings, including for example ICT
practitioners and managers, public and private educators, enterprise professional ICT
associations, government bodies, standards bodies, certification developers eteurther,
there is a need to produce a solution that effectively addresses their respective needs. In
essence, any proposed framework must be demasdtiven, with tangible benefits for each
stakeholder. This is a critical step as without understanding theue nature of what each
stakeholder group requires of a framework, and any possible interplay between these
requirements, it is likely that the framework will fail to gain the necessary traction to enable
successful adoption.

Theinterviewing of key stakeholders was essential to understanding their requirements
and their envisaged benefits from an ICT profession and to ensuring their engagement and
commitment to the project. The research endeavoured to ensure that the views and

opinions captured were representative of practitioners across the EU, by for example
seeking representation from CEPI®ember Societiesand the IVI comnunity.

3.3 Data sources

Data sources for the project can be classified under the following headings:
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3.3.1 Studies and Reports

The report, particularly those sections relating to Phase Jhas drawn extensively on existing
studies, reports and academic papers pertaining to the four pillar of ICT professionalism.
These studies reflect past and ogoing initiatives within the EU, the United Stads, Japan
and India. An extensive reference listed is included at the end of this report. However,
sample studies include for example:

¢ Bodies of knowledge(Agresti, 2008)
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3.3.2 Interviews

Data gathered from ICT practitioners via questionnaire completion and follow up interviews
provided significant insights on:

e Usage oBodies of knowledge and their fithess fopurpose

e Importance of certifications and qualifications, drivers for acquiring them, awareness
of frameworks, expected trends and standards

e Usage otompetence frameworls and their potential benefits and barriers to
adoption

e Adherence to Codes of Ethics/Gtes of Conduct, their usefulness, compliance
requirements and opinions on enforcement

¢ Need for CIO training and views on the content required to best equip ClOs to fulfil
their role

e The concept of an ICT profession and steps in moving towards establishiagd
maturing it

e Background details on all participants including for example mode of entry to the ICT
profession, academic qualifications and certifications held, organisation type
represented, professionakreas of activity and membership of professional
associations.

3.3.3 Meetings and workshops

Regular meetings between the project team served as a useful basis for discussing existing
initiatives and stimulating new ideas in a collaborative setting. Weekly status meetings
served as a useful means to maintaivisibility on project progress and to discuss new
findings, increase awareness of new developments and upcoming events, identify and
exchange contact details etc. These meetings were particularly important due to the
dispersed nature of project team membes.
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Several workshops between the project team members, focused on the four pillars of ICT
professionalism, were held. These served as a useful source of data gathering and debate on
desktop research findings. Discussions between project team members arnxternal experts
served as a further mechanism for gathering insights related to these four areas. A number
of workshops focusing on iterative questionnaire design and refinement were held; and

were critical in ensuring that appropriate questions were incoporated and worded in an
unambiguous manner; and in ensuring that the value of incorporating each question was
considered. Project team representation at the CEN workshop on 14/04/2011 served to
gather further input on this questionnaire design.

During Phase 2, the level of engagement with external stakeholders increased substantially,
with presentations to the CEN Workshop on ICT Skills, as well as presentations to national
policy makers and related workshops on €kills organised by the European Commsgon.
Further one-on-one interviews were also held with a selection of experts from industry,
academia, government and professional associations in order to obtain feedback on the
proposals and iterate them further.

3.3.4 Website

The dedicated eskills and ICTprofessionalism website (vww.ictprof.eu) publicises the

research to the public. It focuses onommunicating the importance of the research

undertaken with a view to engaging with its target audience. The website requesisid

xAl ATiT AO OOAI EOOETT O &£O0iIiI OEA DOAIEAR 11 ETAEO
professionalism, on the four proposed pillars and on CIO or ICT manager training.

3.4  Defining the ICT Professional

Our views on the definition of an ICT Professional eWed over the course of the project and
it is worthwhile indicating the manner in which the definition changed and the causes of
these changes.

3.4.1 Original definition (Phase 1)

CEPIS has fostered the concept of ICT Professionalism among the many Members wihich

represents from across Europe and has an active and broadly supported ICT

Professionalism task force dedicated to developing the concept. Through an extensive

consultative process, CEPIS had developed an agreed definition for an ICT professional that

hAA AAAT ApDPOT OAA AU OEA #%0)3 -Ai ARO 31 AEAOEAC

This definition (that was also used in phase | of our project) is as follows:

A professional is said to be professionally competent if he/she exhibits all of the
following characteristics:

Knowledge: of a common body of knowledge, supplemented by more specific
knowledge and skills related to the area(s) of specialism

Quality: commitment measured by adherence to quality standards (internal
and/or external)

Ethics: commitment displayed by demonstrat ion of ethical professional
practice against an agreed code of Ethics or code of conduct
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Accountability:  the Professional takes personal responsibility for the quality and
effectiveness of his/her work

Experience: practical experience of the exercised competence

Earns living: the ICT Professional obtains income from ICT related activities

Given the widespread acceptance of the CEPIS definition by a hnumber of professional bodies
representing many thousands of practitioners, we used this definition on thproject asour
main working definition during Phase 1.

3.4.

2 Updated definition (Phase 2)

As our research in this area progressed, waerived a new definition, as shown below:

ICT

e possess a comprehensivand up-to-date understanding of a relevantbody of
knowledget,

¢ demonstrate ongoing commitment to professional developmerkvia an appropriate
combination of qualifications, certifications, work experience, norformal and/or
informal education;

o adhere to an agreed code of ethics/condugand/or applicable regulatory practices and,

e through competentpractice4 deliver value for stakeholders.

Professionals:

1.

4EA OAOI OOAI AGAT O AT AU T & EBTIixi AARCA ATAT i DPAOOAO OEA OF
base which is upto-date, accommodating both a common ICT body khowledge, and pertinent

specialist knowledge and skills.

Professional development focuses on improving professional competence in a professional role, with the

objective of enhancing personal performance and career progression opportunities. It can encoags

both technical aspects (e.g. keeping abreast of latest technological trends) as well as4t@chnical

aspects (e.g. developing better presentation skills).

Professionals are accountable to themselves, the ICT Profession and society, through an agredd of

ethics/conduct or applicable regulatory practices.

4. Competent practice communicates the concept of quality of products and services being delivered by

practitioners.

This new definition builds directly from the earlier definition used in Phase I. In

constructing this updated definition, we benefitted greatly from the input and feedback

from the CEPIS Task Force on ICT Professionalism. This updated version was reviewed and
given broad acceptance from the CEPIS Council.

The

changes can be summarised as:

1) Switch from a cost/time-served focus to one of value being delivered

2) 6Earns a |livingd was removed. Some contri
experience of operating in open source/free software environments, felt
that the original iregqomee@meas not Aealravam

reason, this clause was removed. However, there is in its place, the
expectation that value will be delivered for stakeholders.

3) Quality commitment measured by adherence to standards was replaced

by the phr asper aicctointppeedt ewmhti ch encompasses n
products and services being provided but includes the manner in which
they are provided.

4) Ethics statement was expanded to include the notion of regulatory
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compliance as this is more applicable in some countries.
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5) The notion of accountability was explicit in the old definition. Accountability
i's encapsulated in the Aadhere to an ag
applicable regulatory practices.
6) Include reference to the identified building blocks of the ICT profession 1
namely, bodies of knowledge, education and training, competences and
ethics.

3.4.3 Rationale for the changes to the definition

In recent years, there has been an increasing emphasis placed on the importance of

generating value from the application of ICT,rad therein the work of ICT professional¥’.

Similarly, the growing number of practitioners involved in the Free and Open Software

movement (FOS$and the usage of this software imommercial (i.e. nonhobbyist)

AT OEOTTIT AT OO OOCCAOOO OEAO OkduBitebibeingA 1 EOET C6o
defined as an ICT professional.

Reflecting these trends, we have proposed to amend the project working definition over the
course of the pojectzOx EOAEET ¢ OEA &I AOO AOI 1T OAAOTEIC A |
most instances, practitioners would be financially remunerated for the value which they

EAOA AT 1 OOEAOOAAR AOO OEA 1T AOOOA AT A NOAT OEOU
classification as a professional or otherwise.

2|T-CMF and VAHT are examples of the changed focus from cost towards the value generated by
the function.
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Analytical Information Systems = Interper:song],
and Critical Technology-Enabled Communication,
Thinking Development and Team Skills

Figure 2  ACM Computing Curricula ** IS Professional

From the desktop research that we have undertaken, there is a growing recognition of the
importance to reflect a need to encompass prétioners outside of the traditional ICT
operations environment. The diagram irFigure 2 shows the broad range of IS activities
encompassing business, analysis, techlogy and communications skillsz all of which are
pertinent within the ICT domain. ICT practitioners may reside in any of the circles or any of
the overlaps.

Due to the complexity of the ICT area, few individuals can aspire to demonstrate depth of
knowledge across all areas. Looking at other complex knowledge areas, we noted in
particular the approach used in medicine. Here, end users can approach a general
practitioner in the first instance and be referred to more specialist practitioners if required.

Similarly, there is a need for ICT professionals who can provide a generalist service (e.qg.
supporting the broad range of basic services required by an SME) as well as ICT specialists
(excelling in tackling extremely complex problems in, say, information secity within a
financial services environment). ICT needs its general practitioners and specialists just like
medicine. This we see as perhaps being reflected in the concepts like breadth and depth of
knowledge.

To facilitate wider adoption of the definition, we also feel that it would be useful to amend
the wording so as to make it more succinct but without changing the essence or meaning of

13 http://www.acm.org/education/curricula/1S%202010%20ACM%20final.pdf page 8
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the CEPIS definition. To this end, we have focused on including reference to the related
artefacts or building blocks of an ICT professionalismanamely, knowledge bases;
competences; certifications, qualifications and standards; and ethics.

These changes were reviewed and broadly accepted by professional societies around

Europe (as part of the CEPIS Council), pathingghvay for an improved level of acceptance
of the definition.
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Project Phase 1
4 Desktop Research

4.1 Bodies of Knowledge

One method of establishing a profession is to first define a body of knowledge around the
area and then use the body of knowledge to sstandards and certification processes
(Agresti, 2008).

A body of knowledgés more than simply a collection of terms; a professional reading list; a

library; a website or a collection of websites; a description of professional functions; or even

a collection of information. It is the acceptedntology for a specific domaint* The Project

Management Body of KnowledgéPMBOK®) from theProject Management Institutestates

OEAO EO AT AOi AT OO OCAT AOCGAT T U AAAADPOAA CiT A DPOAAC

Thus, the documented, verified, validated and approved concepts are typically referenced in
bodies of knowledge. This addresses the needs of the vast majority of ICT piteaners.

Today the bulk of activities are about maintenance and enhancements of existing systems.
For those companies that are at the vanguard of technology adoption, the welitablished
industry recognized bodies of knowledge constitute a subset of tHanowledge needed.

Bodies of knowledge can be expressed in many ways. They can be expressed as facts,
processes, methods or recipes. A body of knowledge could equally be defined as a set of
inputs and outputs as in a blackox description where the input and output artifacts are
clearly described. A body of knowledge may simply be an index to the wider societal
knowledge base on a subject or domain. A body of knowledge may be expressed as a
syllabus either with or without supporting bibliographic detail. Knowledge can be captured
and communicated via maturity models and associated assessment frameworks. The most
widely available are still good textbooks either paper or digital.

Knowledge management is an essential activity for all but this is more complexddynamic
in the technology innovator and early adopter companie§Hargadon, 1997) The innovative
and transformative nature of ICT has to be harnessed and managed. This very often has to
be done at speed to stay ahead of the competition. The new sometinuggroven

technologies and the associated haste does mean that it is a high risk venture. To leverage
off new technologies, one has to understand their capabilities and the ease or complexity of
integrating them into an existing suite of technologies or hw it might facilitate the launch of
new businesses. Many leading companies form partnerships with their suppliers,
universities; join and participate in forums and consortiums to manage and shape the roll
out of new concepts.

Technological change, like atthange is about more than just technology. It involves people,
business processes, attitude and expectations management as well as risk with the potential

4 http://en.wikipedia.org/wiki/Body_of Knowledge
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for high rewards. It is more difficult to be effective at change management in the absence of
reference sites and demonstrated benefits for the stakeholders.

Knowledge management is an exceptionally wide topic and is outside the scope of this
OAOAAOAES8 (1 xAOGAOh &£ O OEA bOODPknowelye bageOEE O
should be considered ainclusive of the bodies of knowledge and all necessary current
information as is appropriate to the business and its technology management positioning; as

an innovator, early adapted, early or late majority or laggard positioningHargadon, 1997)

With reference toFigure 2, the scope of the knowledge areas is very wide and encompasses
business, technology, analysis, process, communications, negotiation, design, arghge
management to list some. The ICT team needs to be competent in all these areas.

Presently, there are many bodies of knowledge (BOKs) associated with ICT related
activities. There does not appear to be an aincompassing body of knowledge. The review

in this section does not attempt to analyse the content of each of these BOKSs. It looks at who
generated them and how they are maintained.

The BOKs identified for this analysis include:

¢ PMBOK®

e SWEBOK

e CIPS Body of Knowledge / BCS Diploma Syllabus / ACS |Rmofession Body of
Knowledge

ITIL

COBIT

ACM/IEEE Computing Curricula

CMMI

Prince2

IT Security Essential Body of Knowledge

e APM BOK (Association for Project Management Body of Knowledge)
e TOGAF

Several of these bodies of knowledge have common ground and hawer lapping features.
For example, APM BOK, PMBOK and Prince2 all deal with project, programme and or
portfolio management.

4.1.1 Project Management Body of Knowledge (PMBOK®)
41.1.1 Brief description

The PMBOK covers the concepts of project management. PMBOK divithesknowledge into
nine knowledge areas:

Quality

Scope

Time

Cost

Human resources
Communications
Risk Management
Procurement
Integration
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Projects have a defined life cycle that the standard divides into 5 phases:

¢ Initiating

e Planning

e Executing

¢ Monitoring & Controlling
e Closing

41.1.2 Origins

The origins of the PMBOK can be traced to the foundation of the PMI in 1968. The first PMP
certifications were issued in 1984 and the first draft of the PMBOK was available in 1986.
The document is now in its fourth edition andt continues to be maintained.

The PMBOK has been augmented with publications on sizing and estimation, risk
management, program management, portfolio management and special areas like
construction and government.

4.1.1.3 Education and training

Courses and textbook on the PMI material are available from a wide variety of commercial
suppliers as well as universities and colleges. Once certified, practitioners must remain
active in project management and be reertified by having attained a number of
professional development units (PDUS).

4.1.1.4 Coverage

Project management, program management, portfolio management, earned value

management, risk management; work breakdown structures prgc'gices, sphedyling practjce§, o
sizing and estimation practices are all coveredinthe OT EAAO - AT ACAT AT O )1 O00EOD
materials.

4.1.1.5 Currency

The Project Management Institute has hundreds of thousands of members worldwide and
funds significant ongoing research from its resources. The PMIs material is current and
maintained by its member communiy.

4.1.1.6 Usage

PMBOK is widely used by project managers around the globe. Certification in project
management is normally a requirement to work as a project manager.

Note: Most jobs specify that a project management certification is required but do not
specifywhether it should be Prince2 or PMP. Most employers will accept all of
the certifying bodies.

The PMBOK is used as a basis of establishing a common language. This is an important

aspect of international and transnational projects. The PMBOK is used in cetruction,

Cl OAOTT AT O j53 Q #AT AAA ET DAOOEAOI Aofggh ) 4 AT A 2
profit organisations are also using PMBOK. The PMI has active chapters in the following

regions and countries:
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Asia Pacific

Australia, Bangladesh, Hong Ky, India, Malaysia, New Zealand, Pakistan, Philippines,
Singapore, Sri Lanka, Taiwan, Thailand, Indonesia, Japan and South Korea

Europe, Middle East, Africa

Austria, Bahrain, Belgium, Bulgaria, Croatia, Czech Republic, Denmark, Egypt, Finland,
France, Ganany, Greece, Hungary, Ireland, Israel, Italy, Jordan, Kuwait, Lebanon,
Luxembourg, Morocco, Netherlands, Nigeria, Norway, Oman, Poland, Portugal, Qatar,
Romania, Russia, Saudi Arabia, Slovakia, Slovenia, South Africa, Spain, Sweden, Switzerland,
Turkey, Ukraine, United Kingdom, United Arab Emirates, Yemen and Yugoslavia

Latin America

Argentina, Brazil, Chile, Colombia, Costa Rica, Ecuador, Mexico, Panama, Paraguay, Peru,
Uruguay and Venezuela

North America

Canada, United States and Caribbean

4.1.1.7 Contactinformation
Support organisation: Project Management Institute
Body of Knowledge: PMBOK

0-) 060 %- %detaids]| http://www.pmi.org/en/About -Us/Customer-Care/EMEA.aspx

Telephone: +31-320-239-539

4.1.2 Software Engineering Body of Knowledge (SWEBOK)
An engineering profession is characterized bgeveral components:

e An initial professional educationin a curriculum validated by society through
accreditation

Registration of fithess topractice via voluntary certification or mandatory licensing
Specialized skill development and continuing professioni@ducation

Communal support via a professional society

A commitment to norms of conduciften prescribed in a code of ethics

The SWEBOK addresses the first three.
The SWEBOK (2004) areas of knowledge include:

Software requirements

Software design

Software construction

Software testing

Software maintenance

Software configuration management
Software engineering management
Software engineering process
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e Software engineering tools and methods
e Software quality

Software engineering does not exist in a vacuum andust interact with the following
related areas outside the scope of the SWEBOK:

e Computerengineering
e Project management
Computer science
Quality management
Management
Software ergonomics
Mathematics

e Systems engineering

The body of knowledge resides in théiterature that has been generated over the last forty
years. The SWEBOK is simply a guide to that knowledge. The SWEBOK does not stipulate
vendor specific methods tools or techniques. Nor does it address specialist or research
areas. The SWEBOK describavhat is generally accepted as good practice.

The Institute of Electrical and Electronic Engineers Computer Society (IEEE) in association
with the Association for Computing Machinery (ACM) invited participation from interested
parties to form and developthe SWEBOK. The first drafts appeared in 2001 and the final
approved document was produced in 2004. Version 3 is currently being drafted and is
expected to be ready for review during 2011.

4.1.2.1 Education and training

Many university courses have been modifiedatincorporate the SWEBOK content into their
material.

The Certified Software Development ProfessiongICSDP) is aimed at mid¢tareer software
development professionals. The certification meets th&SO/IEC 24773:20087 O3 1 £O0x AOA
Engineeringz Certification of Software Engineering Professionalg Comparison

&OAI Ax1 OEo6 8

The Certified Software Development Associate€CSDA) is a graduate level certification.

4EA )T OOEOOOA 1T £ %l AAOOEAAIT cikly GEEBCAAsOIREd EA %l CET
certification.

4.1.2.2 Coverage

The SWEBOK addresses the requirements through design, coding and testing to deployment
and management. It also looks at the process, tools and methods and quality aspects of the
work.

It does not addresssoft skills like expectations management, client relationships or contract
and duty of care aspects of the profession.

A separate ethics document has been developed by the IEEE and ACM.
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4.1.2.3 Currency

The current standard was approved in 2004. It is in need okwision and update. A version 3
of the SWEBOK is in preparation and was expected to be available for review during 2011.
Version 3 will rework the document and provide new knowledge areas of Software
Measurement and Software Security.

It is developed undera grant from some businesses and with the support of the IEEE CS and
ACM.

41.2.4 Usage

It is used by colleges, education providers, practitioners and employers. It is also being used
as a reference against which qualifications can be assessed or compared.

4.1.2.5 Contact Information

Support organisation: IEEE Computer Society

Body of Knowledge: SWEBOK

IEEE Computer Society contactletails: | http://www.computer.org/portal/web/guest/contact

Telephone: +1-714-821-8380

413 #A1T AAABO ! OO1T AEAOETT T & )1 &£ Of ACET1T 4AA
BOK)

British Computer Society (BCS) IT Diploma Syllabus

In February 2005, the CIPS National Board ratified the following motiofiThe British
Computer Society (BCS) Professional Examination Study Guide Syllabus Diploma level (Core
and 11 specialist modules) be adopted as the Body of Knowledge (BOK)RP&."

The BOK is comprised of a core and ten technical knowledge areas:

Core Module: Professional Issues in Information Systems Practice
Architecture

Networks

Databases

OO Programming

Project management
Service management
Software engineering
SystemsAnalysis

Systems Design

The Internet and the WWW

The British Computer Society (BCS) is maintaining the syllabus and has dropped knowledge
areas in 2010 and added some new ones in 2010 and 2011. The list above is current as of
February 2011 and does not she the areas dropped in 2010.

The British Computer Society has 70,000 members worldwide. CIPS, BCS and the Australian
Computer Society (ACS) are all founding members of IP3.
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The International Professional Practice Partnership (IP3)s a global initiative that was

adopted by the International Federation of Information Processing (IFIP), at the IFIP

General Assembly (GA) in 2006. IFIP is a United Nations founded/UNESCO association, with
60+ Member Societies. IP3 counts 9 professional IT associations across glabe as its
members who share a common vision to establish IT as a profession that is recognized and
valued globally and has the same key strategic features that are common to most
established professions; IFIP provide accreditation for organisations; tis far, two
organisations have been accredited.

4.1.3.1 Education and training

This BOK is basically a syllabus that has been adapted by many UK and Irish colleges.
Further, many colleges recognise the BCS based certification as qualifying criteria for
further tra ining at university. Courses are also available in Canada and Australia based on
the BCS Diploma Syllabus.

Standards and candidate guidelines have been issued by the Information Systems
Examinations Board (ISEB). The ISEB has a portfolio of qualificatiothet it oversees.

Certified trainers exist in: Germany, Netherlands, Australia, UK, Denmark, Canada, Finland,
Ireland, Singapore, USA, Sweden, India, Belgium and Malaysia. The countries shown are
typically where the training organisation is based and mangperate worldwide.

4.1.3.2 Coverage

A core module and ten technical areas of knowledge are covered in the syllabus for the
diploma course.

4.1.3.3 Currency

The BCS is maintaining the body of knowledge and it is being kept current. The BCS is
funded by its membership and ducation activities.

4134 Usage

The BCS Diploma syllabus is used in UK, Canada and Australia. It is also used to a lesser
extent in North Western Europe, India, Malaysia, Singapore and the USA. It is used by
educators and professionals.

4135 Contact Information

Support organisation: | # AT AAA8O | OOT AEAOQEIsT 1

Body of Knowledge: | CIPS BOK

CIPS Contact details: | http://www.cips.ca/contactcips

Telephone: +1-877-ASKCIPS (2752477)

Support organisation: | British Computer Society

BCS Contact details: | http://www.bcs.org/content/conWebDoc/34404

Telephone: +44 (0)1793 417417
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4.1.4 Information Technology Infrastructure Library (ITIL)
ITIL has primary publications in the areas of:

e Service Strategy

e Service Design

e Service Transition

e Service Operation

e Continual Service Improvement

Note: More details available at:
http://www.itil _-officialsite.com/Publications/Core.aspx

4EA 5+860 #A1 OOAT #1111 01 EAAOCET T O /plblshed WILAAT I i

between 1989 and 1995. Version 2 was published in 2004 and gained worldwide
acceptance. 2007 saw version 3 being delivered.

4.1.4.1 Education and training

Many large IT service companies have embraced ITIL and support its use through
consultancy andtraining programs. ITIL training is available from many professional
educators.

The ITIL V3 Quialifications scheme uses four levels:

ITIL Foundation in IT Service Management
ITIL Intermediate Level

ITIL Expert Certification

ITIL Master Qualification

Accredted examinations institutes use their own processes. Details of the four levels are
available for download.

4.1.4.2 Coverage

ITIL takes a customer focused service delivery approach to IT management. It describes
service strategy, design, transition and operatioin a continuous improvement
environment.

4.1.4.3 Currency

ITIL is being updated regularly and version 3 is the latest as of (Feb/2011).

4144 Usage

ITIL is being used by educators, certifiers, practitioners and companies. It acts as a

framework to help manage IT service. It has helped companies align their business and IT
objectives.

4.1.4.5 Contact Information
Support organisation: Office of Government Commerce (OGC)
Body of Knowledge: ITIL

UK Office of Government Commerceontact details: | http://www.best -managementpractice.com/
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Telephone: +44 (0)870 242 2345

415 COBIT4.1

COBIT 4.1 can be found atww.itgi.org/cobit . The framework addresses the issue of
governance around IT. It ensures that:

e IT is aligned with the business

¢ |IT enables the business and maximises benefits
e |T resources are used responsibly

e |T risks are managed

The Information Technology Governance Institute (ITGI) was founded in 1998 to advance
the governance of IT. It has developed th@ontrol Objectives for Information and related
Technology (COBIT®) COBITS continually being updated and supporting standards like
RiskIT and VallT have been added to the portfolio of solutions. ISACA plans to merge all
three into COBIT version 5 which is slated for release in 2011.

The ITGI was formed by the Information SystemAudit and Control Association (ISACA).
The ISACA was initially formed in 1967 and has continued to grow since then. ISACA offers a
variety of certifications including:

¢ CRISZ Certified in Risk and Information Systems Control

o CISMg Certified Information Security Manager

o CGEITz Certified in the Governance of Enterprise Information Technology
e CISAz Certified Information Systems Auditor

4.1.5.1 Education and training

Online elearning courses, books and fact-face training are available to help students
pass the examinations for the qualifications listed in section 4.1.5 above.

Today (Feb 2011) ISACA has over 95,000 members worldwide.

4.1.5.2 Coverage
COBIT focuses on five main areas. These are:

Strategic alignment (business & IT alignment from planning stage)

Value delvery (ensuring IT delivers on value promised)

Resource management (proper management and investment in IT resources)

Risk management (risk awareness and risk acceptance/avoidance guidelines and
criteria)

e Performance measurement (strategic, operational meics and use of balanced
scorecards)

4.1.5.3 Currency
The framework is actively maintained and ITGI has egoing research to ensure it is kept

up-to-date. It is funded by research grants, member subscriptions, and training and
certification fees.
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4,154 Usage

COBIT is ued globally. It has been particularly successful in the financial markets where the
concepts of auditing are better understood.

Many businesses have used it to gain control of their IT investments and get a better handle
on the management of IT. It is beig used as a mechanism to align IT and business at
strategic, tactical and operational planning levels.

4.15.5 Contact Information

Support organisation: | ISACA(formally Information Systems Audit and ControlAssociation)

Body of Knowledge: | COBIT

ISACA ontact details: | http://www.isaca.org/About -ISACA/Contact-Us/Pages/default.aspx

Telephone: +1.847.253.1545

4.1.6 ACM/IEEE Computer Science Curriculum

The Assaciation for Computing Machinery (ACM) and the Institute for Electrical and
Electronic Engineers (IEEE) has published computing curricula in 1968, 1978, 1992001
and 2008. The computing curricula are actively maintained and have scheduled period
reviews. It can be down loaded from:
http://www.acm.org/education/curricula/ComputerScie nce2008.pdf

Note: There is an IS Computing Curricula which is located at
http://www.acm.org/education/curricula/IS%202010%20ACM%20final.pdf .
This is maintained by theAssociation for Computing Machinery (ACM) and the
Association for Information Systems (AlS). This is also of a very high standard
and is kept current but is not reviewed in this report.

4.1.6.1 Education and training

The computing curricula is used and referencetly many universities worldwide. There are
a significant number of colleges that provide courses based on the curricula.

4.1.6.2 Coverage

The following areas are addressed:
Discrete structures
Programming fundamentals
Algorithms and complexity
Architecture and organisation
Operating systems

Net centric computing
Programming languages
Human-computer interaction
Graphics and visual computing
Intelligent systems

Information management
Social and professional issues
e Software engineering

e Computer science
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¢ Introduction to security
o Parallelism

4.1.6.3 Currency
This is a joint effort between the IEEE and ACM who continue to review the curricula.
4.1.6.4 Usage

Itis in use by colleges and educators. It is used in North America, Europe, Australia & New
Zealand.

4.1.6.5 Contact Information

Support organisation: Association for Computing Machinery (ACM)
Body of Knowledge: ACM/IEEE Computer Science Curriculum

| # - GoRactAletails: http://www.acm.org/contact -info

Telephone: +1-412-268-5800

IEEE Computer Society (CS) IEEE Computer Society (CS)

) %%%8 O #1 1 BOOAO 31 | http://www.computer.org/portal/web/guest/contact
Telephone: +1-202-371-0101

4.1.7 Capability Maturity Model Integrated (CMMI @)

The Capability Maturity Model (CMM) was developed by the Software Engineering Institute
(SEI) at Carnegie Mellon University, Pittsburgh, Pennsylvania. The SEI receives significant
funding from the US government and thus its future is seced.

It is a process improvement maturity model that is focused on the development of products
and services. It addresses the product lifeycle from concept through development and
delivery and the maintenance phase.

The CMMI for development uses best pctices of systems and software engineering.

The CMMI can be obtained online dittp://www.sei.cmu.edu/library/abstracts/cmmi/

4.1.7.1 Education and training

A variety of courses are available from th€arnegie Mellon University. These range from
introductory to detail and are available in tailored form for practitioners and managers. The
CMMI framework has sub specialities like development and acquisition. Variants of the
courses are specific to the neds of the customerCourses are also offered to train
appraisers. Thus, companies can become sslifficient in terms of doing larger corporate
wide assessments.

Certifications for various roles in the CMMI process improvement exist. These include:

e CMMI hhstructor

e People CMMI Instructor
e PSP Developer

e PSP Instructor
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e SCAMPIB&C Team Leader
e SCAMPI with People CMM Lead Appraiser
e TSP Coach

A web search for CMMI training will return large numbers of training organisation who
support and train the CMMI area.

4.1.7.2 Coverage
The CMMI looks at four process areas:

Process management

e Basic process management process areas

e Advanced process management process areas
Project management

¢ Basic project management process areas

e Advanced project management process areas
Engineeimg

¢ Recursive and iteration of engineering processes
Support

e Basic support process areas

e Advanced support process areas

The CMMI looks in detail at 22 process areas and makes recommendations for improvement
based on the findings of a capability maturity asessment. The 22 process areas are:

Causal Analysis and Resolution (CAR)
Configuration Management (CM)

Decision Analysis and Resolution (DAR)
Integrated Project Managemen{IPM)
Measurement and Analysis (MA)
Organizational Innovation and Deployment (OID)
Organizational Process Definitior(OPD )
Organizational Process Focus (OPF)
Organizational Process Performance (OPP)
Organizational Training (OT)

Product Integration (PI)

Project Monitoring and Control (PMC)
Project Planning (PP)

Process and ProducQuality Assurance (PPQA)
Quantitative Project Management (QPM)
Requirements Development (RD)
Requirements Management (REQM)

Risk Management (RSKM)

Supplier Agreement Management (SAM)
Technical Solution (TS)

Validation (VAL)

Verification (VER)
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4.1.7.3 Currency

The CMMI is maintained at the Carnegie Mellon University by the Software Engineering
Institute. This organisation gets the bulk of its funding from the US government and is
considered financially secure.

4.1.7.4 Usage

Large software and product developers were amonthe first to use CMM. Specific levels
were mentioned in NATO, US/UK Government contracts and a minimum level of 2 was
normal in the vendor qualification processes of many large companies during the 1990s.
This had the effect of accelerating the demand f@MM certification.

Levels 3 and higher bring significant quality improvements and have the effect of reducing
overall cost and reduce time to market. This was demonstrated at Motorola where level 2
was found to improve quality but at increased costs. Whilslevel 3 reduced costs and
improved quality; levels 4 and 5 again improved quality but at increased cost. Motorola
directed all product development groups and software development groups to attain a
minimum of level 3. High volume software development skés were asked to attain levels 4
and 5. Specifically, sites whose software would be deployed with or embedded in high
volume products were asked to attain levels 4 & 5.

41.7.5 Contact Information

Support organisation: | Software Engineering Institute (SEI)

Body of Knowledge: | CMMI

3 %) dntéct details: | http://www.sei.cmu.edu/contact.cfm

Telephone: +1-412-268-5800

4.1.8 Prince2

02). #% EO AAOE O/MPRojedN dontrdledlEl OEOARADRADOOG68 00ET AAg
extensively in the UK Government departments. It is also widely used in industry and

business in the UK.

The following overview is taken fromhttp://www.ogc.gov.uk/methods_prince_2.asp

PRINCEZ is a generic, sometimes tailored, simple to follow project management method. It
covers how to organisemanage and control your projects. It is aimed at enabling you to
successfully deliver the right products, on time and within budget. As a Project manager you
can apply the principles of PRINCEZ2 and the associated training to any type of project. It will
help you to manage risk, control quality and change effectively, as well as make the most of
challenging situations and opportunities that arise within a project.

A PRINCE2 project has the following characteristics:

e Continued business justification
Learning from experience

Defined roles and responsibilities
Managed by stages

Managed by exception

Focuses on products and their quality
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e Tailored to suit the particular product environment

PRINCEZ2 does not cover all aspects of project management. Auveésas leadership and
people management skills, detailed coverage of project management tools and techniques are
well covered by other existing and proven methods and are therefore excluded from PRINCE2.

Prince2 documents best practices associated with pject management.
4.1.8.1 Education and training
Prince?2 training is widely available. A number of Prince2 accredited training providers are

available and a variety of courses are described http://www.prince2.com/accredited -
project-managementtraining.asp.

4.1.8.2 Coverage
Prince2 can be described in a number of models. The first covers:

e Starting up a project (SU)
e |Initiating a project (IP)
e Directing a project (DP)
e Planning (PL)
e For eachstage
e Managing stage boundaries (SB)
e Controlling a stage (CS)
e Managing productdelivery (MP)
e Shuttingdown: Closing a project

A second model for Prince2 is called the component model. The components are referred to
AO OEA OxEAO8 A POIT EAAO T ATACAO AT AOq

e Change control
Configuration management
Quality

Risk management
Controls

Plans

Organisation

Business case

4.1.8.3 Currency

Prince2 is a UK government initiative that continues to get financial support and also
derives income from its publications. The initiative is eing kept up-to-date.

4.1.8.4 Usage

Prince was initially used internally in the UK government departments. However, the

project management principles and best practice were found to be applicable to many areas
and not just IT where it originated.

Today Prince2 isused predominately in the UK but is also used in Western Europe, North
America and the Asia Pacific Rim.
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Prince2 is an effective approach to project management and offers practitioners a solid
basis on which to build their careers.

4.1.8.5 Contact Information

Support organisation: | Office of Government Commerce

Body of Knowledge: | Prince2

/ ' # ordactletails: | http://www.prince -officialsite.com/home/contactus.aspx

Telephone: +44 (0) 1494 458 948

4.1.9 IT Security Essential Body of Knowledge

&EBK is a collection of whatUSgovernment IT security managers believe are the essential
technology and management skills an IT staff should have to protect federal networks from
cyber-attacks and unauthorsed accessi®

The EBKistheU$ ADAOOI AT O T &£ (11 AT ATA 3AAOOEOU EC
4

OEA . AOCEITAI )T OOEOOOA 1 & IBvasiciedtedl D R0D7. AT A
4.1.9.1 Education and training
The BOK has a number of roles and certifications associated with it. Théldaving table

from http://www.us -cert.gov/ITSecurityEBK/EBK%20Matrix-Sept08.pdf shown in Figure
2, outlines the role and competency relationships.

The International Information Systems Security Certification Consortium, IngISCY has a
number of certifications on its related body of knowledge.

e |SCAssociate

Systems Security Certified Practitioner (SSCP)

Certified Authorization Professional (CAP)

Certified Secure Software Lifegcle Professional (CSSLP)
Certified Information Systems Security Professional (CISSP)
Architecture (CISSPASSAP)

Engineering (CISSRSSEP)

Management(CISSPISSMP)

*The Basics IT Security Essential Body of Knowledge by Jill R Aitoro see
http://www.govexec.com/basics/itsecurity.htm
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Figure 3 IT Security roles and competences
Text books andeLearning course are available.
4.1.9.2 Coverage

The EBK addresses the following areas:

Data security

Digital forensics

Enterprise continuity

Incident management

IT security training and awareness

IT systems operations and maintenance
Network security andtelecommunications
Personnel security

Physical and environmental security
Procurement

Regulatory and standards compliance
Risk management

Strategic management

System and application security

4.1.9.3 Currency

The body of knowledge is maintained by the US Departmeat Homeland Security. It is
being kept upto-date and comments from subject matter experts are being solicited every
two years.
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4194 Usage

It is recommended for use by all US government departments. It is being used to counter
perceived cyber threats. Taken fom http://www.us -cert.gov/ITSecurityEBK the following
text outlines some of the reasons for its use.

Potential benefits of the IT Security EBK for professional development and workforce
management initiaives include the following:

e articulating the functions that professionals within the IT security workforce
perform, in a contextneutral format and language

e promoting uniform competency guidelines to increase the overall efficiency of IT
security education training, and professional development

e providing a content guideline that can be leveraged to facilitate cosfffective
professional development of the IT workforce, including future skills training and
certifications, academic curricula, or other affilited human resource activities

4.1.9.5 Contact Information
Support United Statesz Computer Emergency Readiness Tea(S-CERT)
organisation: USCERT is a part of the National Cyber Security Division (NCSD) at the

Department of Homeland Security (DHS).

Body of Knowledge: | EBK

US# %2 4dit@ct A | http://www.us -cert.gov/contact.html
details:

Telephone: +1 888-282-0870

4.1.10 Information Technology Capability Maturity Framework (IT -CMF)

The Information Technologyz Capability Maturity Framework was developed initially by
IntA1T  AAOAA 11 ADPPIi EAA OAOAAOAE AT A )1 OAI GO
organisation.

The IT-CMF has four macro processes:

Managing IT like a business
Managing the IT budget
Managing IT for business value
Managingthe IT capability

Each of the fourmacro processes has a series of processes defined. The framework
identifies capabilities needed to successfully execute these processes. Its assessment tools
allow businesses to assess these capabilities and determine the maturity of the capabilities.
The assessment results allow businesses to focus on the practices that make up the process
and improve or develop the capabilities further.

The IT-CMF is maintained by the Innovation Value Institute (IVI) based at the National
University of Ireland, Maynooth.

50| Page

—_—

A


http://www.us-cert.gov/ITSecurityEBK
http://www.us-cert.gov/index.html
http://www.us-cert.gov/ITSecurityEBK/EBK2008.pdf
http://www.us-cert.gov/contact.html

4.1.10.1  Education and training

The Innovation Value Institute provides a number of professional development courses on

IT#- &8 4EA . AOETT Al 51 EOGAOOEOU 1T &£ ) OAT ATA A0 - A
degree course that will use the ITCMF as its basis. Stughts will be able to enrol on this

course from September 2011.

Other universities in the US and Europe are in discussions on running courses with NUIM.

4.1.10.2 Coverage

The IT-CMF is made up of 4 macro processes and 32 processes. The following lists the
macro andrelated processes:

Managing IT like a business

¢ Risk Management (RM)

e Accounting and Allocation (AA)
Organisation design and planning (ODP)
Sourcing (SRC)

Innovation Management (IM)

Service Analytics and Intelligence (SAl)
IT Leadership and Governance (ITG)
Business Process Management (BPM)
Business Planning (BP)

¢ Demand and Supply Management (DSM)
e Capacity Forecasting and Planning (CFP)

Managing the IT budget

Funding and Financing (FF)

Budget Management (BGM)

Portfolio Planning and Prioritization (PPP)
BudgetOversight and Performance Analysis (BOP)

Managing IT for business value

e Total Cost of Ownership (TCO)
e Benefits Assessment and Realisation (BAR)
¢ Portfolio Management (PM)

Managing the IT capability

Enterprise Architecture Management (EAM)
Technical Infrastructure Management (TIM)
People Asset Management (PAM)
Knowledge Asset Management (KAM)
Relationship Asset Management (RAM)
Research Development and Engineering (RDE)
Solutions Delivery (SD)

Service Provisioning (SRP)

User Training and Management (UTM)

Use Experience Design (UED)

Program and Project Management (PPM)
Supplier Management (SUM)
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e Capability Assessment Management (CAM)
4.1.10.3  Currency

Version 1.0 has been released and a number of assessments are currently being undertaken
by large multinationals,government departments, medical centres and hospitals etc. It has
attained global reach via the multinationals and is expanding in the Asia/Pacific Rim along
with Australia and New Zealand.

The Innovation Value Institute uses an open collaboration approadb continuously update
and maintain the IT-CMF.

Although the IVI receives funding from its members, it remains a neprofit making
organisation. IVI also receives grant aid from Enterprise Ireland.

4.1.104 Usage

ThelT#- & EO AEI AA AO #) / 8s@il todlEabsisttaCDAn@@drdiiing D OT AA
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organisation capabilities as distinct fromthe capabilities of individuals.

It is used as a maturity rating tool with a set of recommendations on the next steps to
improve maturity. It is being used on all continents mostly by large corporations. Medium
sized companies particularly in the healthcare area have also started using the {TMF.
Usually companies have internally recognised an issue that needs to be resolved andCIMF
is seen as a mechanism to focus and guide improvement efforts.

It is also used as a metrics tool to help focus improveme Finally, as the number of
assessments grows its use as a benchmarking tool is emerging as a very important feature.
Users can compare their maturity with that of similar industries.

4.1.10.5 Contact Information

Support organisation: | Innovation Value Institute (IVI)

Body of Knowledge: | IT-CMF

) 6 )obitért datails: | http://ivi.nuim.ie/about/contact.shtml

Telephone: +353 1 708 6931

4.1.11 TOGAF

TOGAF was developed by the Open Group. The Open Group is a consortium of business and
vendors that interoperates with standards bodies to deliver its vision o¥ision of

"1 01 AAOUI AGOG )1 & Of ACETT &I 1T xA

The Open Group also certifies professionals in the use of TOGAF Architecture Development
Methodology (ADM). The Open Group launched the first independent IT Architect

52| Page


http://ivi.nuim.ie/
http://ivi.nuim.ie/ITCMF/index.shtml
http://ivi.nuim.ie/about/contact.shtml

Certification Program. The program defines glohl standards for measuring the skills and
experience of IT Architects and for the operation of IT practices with an enterprise

The Open Group has over 300 member organisations, with over 6,000 participants 19
countries. Some 47% of members come from NdrtAmerica, 34% from Europe, 12% from
Asia-Pacific, and 7% from the Middle East and Africa.

The Open Group is an X/Open company established in England and Wales registration
number 2134862.

4.1.11.1  Education and training

There are 5,176 certified TOGAF and 2,162 &oedation registered TOGAF practitioners for
version 9. Some 8,600+ were certified at version 8.

Training is provided by The Open Group and a significant number of independent training
providers. Typical courses available include:

TOGAF® 9 for Practitioners

e TOGAF® 9 for Practitioners (Level 1 & 2)
e TOGAF® 9 for Practitioners (Bridge)
e TOGAF® 9 for Practitioners (Level 1)

TOGAF® 9 for Practitioners eLearning

e TOGAF® 9 for Practitioners eLearning (Level 1 & 2)
e TOGAF® 9 for Practitioners eLearning (Bridge)
e TOGAF®N for Practitioners eLearning (Level 1)

Enterprise Architecture for Practitioners
e Enterprise Architecture for Practitioners (Practitioner)
e Enterprise Architecture for Practitioners (Bridge)
e Enterprise Architecture for Practitioners (Foundation)

Enterprise Architecture for Practitioners eLearning

e Enterprise Architecture for Practitioners eLearning (Practitioner)
o Enterprise Architecture for Practitioners eLearning (Bridge)
e Enterprise Architecture for Practitioners eLearning (Foundation)

4.1.11.2 Coverage
TOGAF is dagned to support four architectural domains:

e TheBusiness Architecture defines the business strategy, governance, organisation,
and key business processes

16 Seehttp:// www.opengroup.org/i@
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e TheData Architecture AAOAOEAAO OEA OOOOAOOOA 1T &£ Al
data assets ad data management resources

e The Application Architecture provides a blueprint for the individual application
systems to be deployed, their interactions, and their relationships to the core business
processes of the organisation.

¢ TheTechnology Architectur e describes the logical software and hardware capabilities

that are require4d to support the deployment of business, data, and application services.

This includes IT infrastructure, middleware, networks, communications, processing and
standards, etc.

The TOGAF Architecture Development Method (ADM) includes establishing an architectural
framework, developing architecture content, transitioning and governing the realisation of
architectures. ADM architects will produce a number of artefacts that include: press flows,
architecture requirements, project plans, project compliance assessments, etc.

The architecture capability of an organisation needs capabilities to be developed in:

Financial management

Performance management

Service management

Risk management

Resource management

Communications and stakeholder management
Quality management

Supplier management

Configuration management

Environment management
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4.1.11.3  Currency

Version 8 was released in 2003 and version 9 was released in 2009. The Open Group has
active research projects and listens actively to its membership community of &rprises
vendors and practitioners. The Open Group sees one of its objectives as facilitating
convergence into new or updated standards; emerging new technologies, practices,
processes or tools. Thus, the Open Group is taking a gaotive approach to manging
change.

4.1.11.4 Usage

TOGAF is used primarily as an Architecture Development Framework. TOGAF is also used to

establish standards within and between companies working on projects.

41.11.5 Contact Information

Support organisation: | The Open Group

Body of Knowledge: | TOGAF

) 6 ) obtéct d&tails: | http://www.opengroup.org/contacts/

Telephone: +44-118 950 8311

4.2 Competences

4.2.1 Introduction to Competences

AEAOA AOA 101 AOI 6O AAEETEOQEITO 1 £ OEA OAOI OAIIE
definitions of competence ae:
e AUnderl ying characteristics[s] of an indi
criterion-referenced effective and/or superior performance in a job or
situationd (Spencer and Spencer, 1993)
e fa demonstrated ability to afply knowl edg

achieving observabl eCompetencelFtamework 20Eur opean

)yl TATU T &£ OEA AAEETEOEITO 1T £ OEA OAOI OA
of characteristics which demonstrated ability to deliver improved performance for a given
job role.

The importance of ICT workers possessing inadequate competences should not be
underestimated: for example, Lee and Lee (2006) stated th@fhe skills possessed by IT
managers in an orgarsation reflect the degree towhich the organisation cantransform its
IT investmentinto competitive advantage anchew strategic opportunities. However, some
organisations have complained that their ITmanagers do not possess thekills required for

such opportunitesdé 4 EOOh xEOET 00 AT ivahfcontpdidndeslin work&@sA 1 1

organisations are likely to lack or lose their competitive edge.

But clearly, in order to tackle this issue, organisations must first understand what
competencies are needed. To this end, numerous frameworks have emerged, profe
corporate, national and international frameworks which identify the competences required
of ICT professionals to perform in a job, and typically support identification of levels of
performance.
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The desktop research undertaken as part of this proje&xamines a number of relevant
competency models in Europe and elsewhere which tackle the issue of defining
competences for a given job role. In this section, we have divided the review of these
initiatives based on them being either nationallyfocused (fostering efforts within a single
country) or regionally focused (fostering efforts across a specific region).

Our research also identified thathe individuals constructing competency models can often

I AAE OAI AOGAT O OAOGE ET & OiI ACETT j,EAOGAT O AO Al nh
xEAO | ATAGCAOO AOOOAT 61 U ATl OAOEAO OEAT xEAO EO
(Vakola et al, 207). For this reason, Vakola advocated competency modelling using a

proactive approach (e.g. conducting interviews with higkperformance individuals in a

given domain in order to support identification of the relevant competencies). We would

recommend thatthese concerns be considered when determining any proposed

professionalism framework.

4.2.1.1 lceberg Model of Competences

Our research has identified that many of the popular-€ompetence models are based on the
Iceberg Model of Competences.

Ho and Frampton (20L0)"" contrast traditional job-analysis frameworks which focus on

OxEAO6 EO AAAT I PI EOEAA j ATA xEEAE Ai PEAOEOA OE
achieve work objectives), with competence frameworks which believe that traits and )
motivations are just asimportant, and are more worker£l AOOAAR A@AI ET ET ¢ OEI

objectives are met.

One of the best known competence models is the Iceberg Model of Competeniéjes
comprising five types of competency characteristics: motives, traits, setbncept, knowledge
and skills. The model title stems from the fact that knowledge and skills tend to be more
visible than traits and motives (which are more hidden and difficult to develop).

" A competency model for the information technology workforce: implications for training and
selection, Communication of the Association for Information Systems, Volume 27, Article 5, pp 63
80, July 2010

18 Spencer and Spencer, 1993
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Expected Competencies by
Professional IT Architects

More Visible —
J/ 1. Critical Analysis & Problem Solving Skills
2. Communication Skills
3. Conceptualization and Abstraction Skills
\[ 4._ Skills to Manage Situational Politics

2

eamed ability
perform a task
___________ 1. Technical Knowledge

____J 2. Work Expenential Knowledge
| 3. Comprehensive Knowledge

4. Contextual Knowledge

Knowledge
Acquired information in specific
work domains

I 1. Walk the Middle Ground

Self-Concept "1 2.Be\Visionary

Anindividual's attitudes, values, or self-image

[ 1. Be Creative
1 2. Be Open-minded

An individual's dispesitional characteristics which lead to consistent
responses to situations or information
[ 1. Be Passionate

Motives | 2.Be Resilient

The intemal drives and the need to seek achievement, power and affiliation

Less Visible

Figure 6 Competencies for IT Architect mapped to Iceberg Mod el (Extract ed from Ho and
Frampton 2010 )

The above diagram shows expected competences for a single job rpl@ this instance, IT
Architects. As we can see, the skills and knowledge are the characteristics of the role which
are most visible, and which aranost easily identified and developed in an individual.

This structure is reflected in many of the frameworks, where traits and motives are typically
embedded within definitions, or which are assumed to mature in alignment with the level of
proficiency of other skills/knowledge.

4.2.2 Competence Frameworks in Europe

42.2.1 AITTS

The Advanced IT Training System (AITTS) was established in 1998 as a joint project

AAOxAAT OEA )4 AiIiDPITUAOOGS AT A x1 OEAOOSE 1T OCAT EOAC
the gap between vocdbnal educational training and academic training AITTS recognised

that in many cases, highly skilled IT work required advanced competences, but ones which

were not necessarily contained within an academic degree.

One of the key outputs of the original prject in 2002 was to develop transparent

occupational titles. Over time, this has evolved to define systematic career development

paths with defined training and certification requirements. More specifically, successful

AT T 1 AGET T 1 £ O kohwitAigtdel AITTS@utohnAtiGalyEh@&@kEsAhk @bility to

AAO AT i1 PAOGAT OI U ET A ARAZET AA AT 1 O0A@d 1T &£ AOOET AOC
on having doneE O 8 6

AITTS career profiles are competencbased job role profiles. They create transparency

about the work activities involved and the required competences: creating the basis for the
definition of standards and qualifications.
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Interestingly, there is a separation between the two professional levels and the specialist
level based on the followingdelineating criteria:

Problem-solving competence

Communication

Work Planning

Shaping work processes and the decision-making framework
Customer Relations

Learning and transfer of knowledge

Influence on the competitive situation of the business

Specialistjob profiles are clustered into six functional groups. In contrast, the Professional

roles within AITTS relate to managerial roles with larger areas of responsibility or

responsibility for organisational units, generally including personal and budgetary

responsibilities. However, AITTS further stipulates that professionals are understood to be
ADbAOOO jT11 O EOGOO | AT ACAOOAQ O4EAEO DPOI EEAEAT A
OOAOOAT OEAOAA AU AoPAOEAT AA cOi 01 AAA ET OEA DO
AITTS has also contributed to the development of the@F via its members of the CEN

Workshop on ICT Skills.

4.2.2.2 Career Space

Career Space is an early example of a p&uropean multi-stakeholder initiative focused on
defining and fostering eskills. Its importance was formally recognised in 2007, when the
European Commission credited Career Space as the foundation for itslélls agenda.

Formed in 1999, Career Space involved eleven major ICT companies working in partnership

with leading European universities aad the European Commission to encourage more

people to join and benefit from the opportunities presented by 4=urope as well as to reduce

OEA OEEI T O CADP xEEAE OEOAAOAT AA %OOiI PAGO DOl 0D

AEA EEOOO PEAOA T £ x1 OE xAOCEBITI AOOAAEEDEOANh OAD
wide range of skills and capabilities required for the main job areas for which the ICT

industry was experiencing skills shortages. These core profiles described the jobs, setting

out the vision, role and lifestyle associated EOE OEAi 8 O4EA OPAAEZAEA OAA
tasks associated with each job are also outlined, as well as the level of behavioural and

OAAET EAAI OEEI T O OANOEORA O AAOOU 106060 OEA poOi
The next phase was to work closely with the education sectéo devise ecompetence

curricula guidelines, intended to assist universities in designing courses to match the skills

profiles and needs of the ICT industry.

19 curriculum Developnment Guidelinesz New ICT curricula for the 2%t century: designing
Ol i T 00T x80 AAOAAOQETI
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Depth of Knowledge

min 3 months

[ Thesis (Project) ]

Application Base
&

System Solution
Methodology

~25 %

min 3 months

[ Industry Placement]

Personal & Business
Skills

~15 %

Scientific Base Technology Base

~30 % ~30 %

Breadth of Knowledge

Figure 7 Scope of competence, showing model ICT curriculum content

Foll xET ¢ AT AT UOEO T &£# A OUPEAAI )#4 COAAOAOGABO Ol
and characteristics of a particular job. Although the analysis showed that the activities

varied according to the role, and placed different demand on the individudlO ET T x1 AACA AT A
ability, the basic structure of the knowledge required remained the same. This knowledge

requirement is shown in the diagram above.

Unlike the more recent'Europeane# | | DPAOAT AA #O0O0OO0OEAOI A $AOGAIT T PI AT O
initiative (2010) which focused on curricula for developing an integrated set of technical

and business skills (i.e. €2ompetences), Career Space was more focused on technieal e

skills, reflecting its objectives of meeting the skills shortage being experienced within the

ICT industry specifically.

Stakeholder enthusiasm and subsequently, the relative importance of Career Space
diminished following the dot-com crash.

4.2.2.3 CIGREF

CIGREEF is a nefior-profit association of approximately 130 French companies and

organisations, founded in 1970 covering a broad range of industry sectors. CIGREF cites its

i EOOEITT AO Ai111x0qg 041 DOIi 1T O0A OOAO T £ ET £ 01 A¢
AT A O1 OOAA T &£ ET1T1 OAOET1T & O OEA A1 OAODOEOAG 8 2/
managed ly a Board of CIOs elected by other CIOs.

The three aims of CIGREF are:

e To bring together major companies using information systems

e To support CIOs and help them develop in the exercise of their profession

e To develop a long-term vision of the impact of information systems and
technologies on the enterprise, the economy and society.

CIGREF has long since recognised the importance of identifying relevant skills demanded by
their members in order to enhance business value from ICT investments. Critically, they
developed a Job Profile Framework early oas a tool for IT Human Resource management
(early 1990s). Thisevolved over time based on inputs from CIGREF members to support
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identification of relevant competences for IT workers facilitating improved HR
managament, and subsequently to accommodate the relevance of describing appropriate
career and qualification pathways.

CIGREF played an important role in the original development of the European e

Competence Framework (eCFz see section 4.2.2.4), acting as a Exypean expert during the

formative phases of its development (2007). It was also one of the founding members of

OnOOT #)/1 88 4EAOA AAOGEIT O OA&E AAO OEA CcOI xET C E
development of a Europearwide ICT profession and the rolghat it can play in establishing

this profession.

4.2.2.4 European eCompetence Framework (eCF)

The European eCompetence Framework was initiated by the European Commission with a

AOT AA cOi O0b 1T &£ OAI AOAA OOAEAET 1T AAOOrlareds EOE OEA
European tool to support organisations and training institutions in recruitment, assessment,

AT 1 DAOGAT AA TAAAOG AT AT UOGEOh 1 AAOTET C BGT COAITAO
as well as supporting policy makers in the definition of policies relatkto e-Skills

development.

Prior to starting work on the e-CF, there was no common agreement on how to express ICT
competences/skills requirements and gaps on a European level. As a consequence, many
leading European firms were expending enormous costs areffort in establishing and
maintaining internally developed ICT competence catalogues for HR planning, training and
development, or were confronted with the prospect of adopting a distinct national level
framework for each of the countries in which they perated. For this reason, the notion of a
collectively produced framework represented a potentially major costsaving opportunity.
Moreover, at a European level, the framework represented an opportunity to improve the
efficiency of an ICTenabled Europeareconomy.

The development of the European-€F was undertaken by the CEN Workshop on ICT Skills,
a European workgroup consisting of both national and international representatives from
the ICT industry, vocational training organisations, social partners andther institutions
(approximately 100 entities in all). Also included within the eCF project were members

from AITTS, CIGREF and SFIA.

Version 1 of the eCompetence Framework was published in 2008, involving a broad group
of stakeholders since its incepbn. The framework distilled the competence requirements of
ICT professionals across all industry sectors to a mere 36cempetences. Version 2 was
issued in 2010.

In addition to translating the e-CF into other languages, there are also three related CEN
projects running at Europeanlevel, building on the eCF:

e Development of ICT Professional Profiles project based on e-CF
e ICT Certification in Europe (linking certification offerings to e-CF)

20 Building the e CFz methodology documentation, eCF 2.0 CWA Part 111, 09/2010
www.ecompetences.eu
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e e-CF application in SMEs
¢ Euromed: Digital job profiles for the Mediterranean Union in coherence
with e-CF

The eCF is structured along four dimensions:

¢ Dimension 1 comprises five e-Competence Areas, derived from the ICT
business processes PLAN-BUILD-RUN-ENABLE-MANAGE
Dimension 2 defines competences
Dimension 3 provides proficiency level assignments that are relevant to
each competence

e Dimension 4 provides short sample specifications of knowledge and skills
(but is not intended in any way to be exhaustive)

The slide demonstrates a possible usease for the four dimensbns of the eCF within an
organisation.

My uropean e-CF fourdimensions use example
e-Competence - - ' . .
S [ mevork in companies/ICT organisations
EVe-Competence Framework
;:-;--,-- —— Company el
HE
gy
; :..ﬂ‘-u:..r'.n.-:ulllﬁ' "
ook il Mo
ceeripiOrT

a-Competenics ey 15

J Poulton descnption, qusificanior [a——
Y el & T
RN S—
et pla

L__}

< a

Figure 8 e-CF dimensions

\al

It is also important to note that the 5 ecompetence levels relate to levels-8 of the
European Qualifications Framework (EQF). This is an important relationships it is likely

to encourage education and training providers to map their offerings to the-€F. The reason
for this is that mapping certifications to the eCF is currently a relatively straightforward
peer review process, as opposed to the much more dgous and time-consuming process
required to achieve EQF parity.

To date, eCF has been applied by companies, trade unions, qualification & certification
providers in France, Germany, Italy, Estonia, Hungary, Bulgaria, Netherland, Canada, Malta
and at EU ével, with interest expressed from several countries outside of Europe.
Importantly, the e-CF does not look to replace any existing national modegsnstead, the
approach taken is based on national bodies wanting to adopt the@F, in parallel with

existing national competence models, where desired.
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4.2.2.5 European Certification of Informatics ProfessionalsEUCIP)

The EUCIP model provides for the definition and measurement ICT skills and is currently
used as the basis for the provision of certification andesvices in seven countries across
Europe. TheEUCIP programme, which was developed by CEPIS, The Council of European
Professional Informatics Societies, is a professional certification and competency
development scheme, aimed ahformatics professionals and practitioners.

The EUCIP model includes:

e EUCIP Core that provides a solid foundation for all types of IT related
work.

e EUCIP Professional i a professional certification scheme based around 21
professional profiles.

e EUCIP IT Administrator that focuses on the knowledge and skills for IT
Administration.

e Arange of business services have been developed to manage
competence analysis and development

EUCIP has been used iregen European countries:

e To provide human resource and line managers with a common ICT job
taxonomy based on competences and task descriptions

e As a base for professional development and staff retention

e As a benchmark tool for recruiting and skills procurement

e As a reference to compare learning programs in universities and to design
lifelong training for practitioners

e To certify individual competences and control training effectiveness

EUCIP and the European-€ompetence Framework (eCF) have common features and some
potential synergies.CEPIShas recently updated the EUCIP Professionaitofiles to version

3.0 which containcross-references to eCF'. The eCF, as a common, accepted reference
point for IT practitioner competences,has the potential to be an important input into the
future evolution of EUCIP and its associateckrtification and service offering.

%5#) 060 EECE 1 AOAT T £ COAT Ol AddésiyandEdeveldd A £01
curricula and learning initiatives. It can provide detailed guidelines to identify knowledge
and skill topics.

4.2.2.6 ICT Professional Profiles progct

The primary objective of this project is to continue the convergence of the European ICT
skills landscape by developing and providing a set of ICT role profile descriptions based on
the eCF. The project produced its final deliverable at the end of 2Q1which was a set of
approximately 20 European ICT professional profiles (see diagram below). These will
provide the foundation for building individual position descriptions (as one position may

2O0%5#)0 001 FACOKODORI T bt s ord/iBdex.jsp?p=1120&n=1122
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correspond to all or be part of one or many jobs, dependinmn the size of the organisation)
and for establishing career paths (in essence, a list of jobs to be pursued sequentially for
self-development).

Technology

Business
‘ Ergopsan
gy ©-Competence

L

Increasing complexity and autonomy

B Framework Chief Information Officer
Account Manager

ICT Consultant
Business Analyst

ICT Manager
Business ICT Manager Project Manager

Auditor/QA Manager

Enterprise Architect

Service Manager

Systems Analyst

ICT Trainer

Tests Specialist

Digital Media Designer

e

ICT Security Manager

Metwork Specialist

ICT Security Specialist
Database Specialist
Systems Administrator

Technical Specialist

Developar

Service Desk Agent

& overview:seheme ICT Profiles TR

Figure 9 Overview Scheme ICT Profiles

4.2.2.7

/T Professional Standards (€Skills UK,

2011)

The Ukbased IT Professional Standards initiative describes threkills and knowledge
required across the disciplines of the IT professionDeveloped by eSkills UK along with
I UAOOh DPOT ZAOGOGET T Al AT AEAOG AT A
common terminology for describing IT disciplines including competence, knowledge and
O1 AAOOOAT AET ¢ OOAOAI AT OO OEAO AAId
This initiative replaces the earlier eSkills IT Professional Competency Model, Procom (to be
confirmed). The disciplines currently covered by the new IT Professional Standards are as

Al Dl

follows:

business change

information management and security

IT service management and delivery
programme and project management
sales and marketing

solution development and implementation
solutions architecture

transferable skills

2 hitps://www.i _tskillsacademy.ac.uk/standards/aboutthe-it -professionakstandards/
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Draft standards have also been produced for

¢ Requirements engineering

e Modelling business and data

o Enterprise analysis

e Sales and marketing (in development)
¢ Information assurance (indevelopment)

The diagram belowshows an extract of the definitions for Level 3 of Systems Architecture
(part of the solutions architecture discipline).

Systems Architecture

m Level 3 | Level 4 Level 5 Level 6 ITPS: 401

Level 3 competencies Contribute to IT architecture work wiam

3 Contribute to IT Performance Criteria s01z01c

architecture work &) Correctly follow the processes tools and techniques to conduct Tiechnology architecture activities

k) Fully cormply with all organisational standards relating to ITtechnology architecture activities

» Gather, use and maintain

information relating to IT
architecture models

£ Correctly identify what infarmation is contained within current ITfechnology architecture models and
roadmaps under the direction of supetiors

» Assist others with

[Titechnology architecture Knowledge 4n1ank

work a) identify what information is contained within current Mitechnology architecture models and roadrmaps

h) operate with reference to
o organisational strategy policies and standards relating to ITAechnology architecture activities

o professional and ethical standards relating to [Titechnology architecture activities
o integrity and confidentiality during [Titechnology architecture activities
¢ camply with all relevant

o and applicable legislation regulations and external standards relating to Mitechnology architecture
activities

o internal standards relevant to [Thechnology architecture activilies

Understanding 01201

a1 what is meant by
o [Thechnology architecture

o an[Tiechnaology roadmap

k) the fact that
o [Titechnalogy architecture wark and its deliverables are important to and valued by organisations

o [Thechnology architecture models and roadmaps may existin a variety of formats including

o those representing the business structure and functions Thechnology processesdata and senices

Figure 10  Extract of definitions for Level 3 of Systems Architecture

Importantly, the IT Professional Standards have been organised and aligned to the relevant
Skills Framework for the Information Age (SFIA) skills and levels (more specifically, SFIA
levels 2 to 6). These standards are desighed to complement SFIA by adding detailed
specifications for performance criteria, knowledge and understanding across all levels.
e-Skills UK already has plans in place to continually review and develop the content to
ensure that it reflects the changing needs of employers, educators, trainerscaather
stakeholders across the IT profession.

Page| 65



4.2.2.8 Skills Framework for the Information Age (SFIA)

The purpose of SFIA is to provide a standardised view of the wide range of professional

skills needed by people working in Information Technology. As sucBFIAcontains

definitions of recognisable IT skillsso that they can be, for exampléncorporated in the job
descriptions or role profiles used by an organisatord EA 3 &) ! Al AEIi 06 O AA
iT00 pPpIi POI AO AAEET EOEIT T &£ )4 OEEIIT 00638

Although originating in the UK, SFIA has since acquired partners in Australia (including
Australian Computing Society), Belgium, Chile, Italy, Japan, New Zealand and Ireland.

. 1 OA Ak wdtBrnatin@al Professional Practice Partnership (IP3), a global initiative
sponsored bythe International Federation for Information Processing (IFIP), has adopted
SFIA as the skills and competence reference for the international professional standarithe

IP3PG”.

The SFIA Foundation in the UK is afootprofit collaborative initiativebetween eskills UK,

British Computer Society, Institution of Engineering and Technology (IET), IT Service
Management Forum (itSMF), and Institute for the Management of Information Systems (IMIS).
The Foundation works to further develop SFIA (work on @erSiis already underway) and
encourage and support its use within organisations using information systems. The SFIA Council
provides input to help shape strategic direction.

SFIA is constructed as a simple twdimensional matrix. One axis shows the skills
categories and subcategories; the other shows a more specific definition at each of the levels

OEA

i OEAT OAOEAAI T U Ob OF OAOAT q AO xEEAE OEA OEEI |1 E

used are intentionally only definedin terms of the capabilty required (e.g. database design)
rather than being tied to specific technological domains (such as knowledge of a particular
database type).

The seven levels of responsibility, as defined by SFie:

7 SET STRATEGYINSPIRE MOBILISE
6 INITIATE, INFLUENCE

5 ENSURE ADVISE

4 ENABLE

3 APPLY

2 ASSIST

1 FoLLow

Organisations can use SFIA to produce job profiles/descriptions by combining the SFIA
skills with information about behavioural competences and relevant technologies/products.
As with other competenceframework, these can subsequently be used to support the
management and deployment of IT capability as a whole.

2 http://Iwww.sfia.org.uk/cgi_-bin/wms.pl/928
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4.2.3 Competence Frameworks outside Europe

4.2.3.1 The Information Technology Promotion Agency (Japand Skills Standards for
IT Professionals (ITSS)

The Japaese Information Technology Promotion Agency (IPA) was originally established in

pwxnmh AT A EOO OOAOAA cCci Al EO OAITOOEAOOETQ Ol
AATTTIT U AU POl OEAET ¢ OEA OOOAOACEA OAREITTI11T CEA
One of the four principle fields in which it operates is IT Human Resource Developméht

which incorporates projects for IT skills level improvement.

The Common Career/Skill Framework (CCSF) serves as the reference model for the three
skills standards(Skills Standards for IT Professionals, User Information Systems Skills
Standards and Embedded Technology Skills Standards) each of which provides guidelines
for the effective development and deployment of human resourcé&s and are centred on
career levelassessment methods and terminology.

Structure of the Common Career/Skill Framework

Inf ati
nformation Skill Standards

TECh.nc‘lOgY for IT Professionals
ngineers (ITss)
Examination (ITEE)
a,
< Common
Career/Skill
Framework
Users' Embedded
Information Systems  sequential Level Technalogy
Skill Standards standardization  definitions Skill sStandards
{UISS) Level (ETSS)
dAssessment
ods
Glossary

Others

Figure 11  Structure of the Common Career/Skill Framework 2’

Of particular relevance to this research projectThe Skills Standards for IT Professionals

(ITSS)was developed as an industry skillstandard in 2002, to enable the development of

AOOAT OEAT ) 4 DOAAOEOETTA@ammﬁmm@&mam$oﬁs0| Al i
is used as a tool within organisations to define and develop ICT workforce capabilities, by

identifying the skills needed by people working in the IT services industry.

**|PA Presentation: ITSS Latest Activity highlights and ITSS Implementation to Asiapu@try (Jan
2011)

% The other three fields being: Software Engineering, IT Security and Open Software

%% Note: The CCSF framework also acts as a reference model for the IT Engineers Examination.

2 Diagram source (Common Career/Skill Framework):

http://www.ipa.go.jp/english/about/outline/human/02.html
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ITSS breaks down into 11 job categories and 35 specialty fields (each with seven levels of
proficiency, based on experience and results). This approach allows engineers to develop
roadmaps for careerprogression.

ITSS Career Framework
g IT Project Sk Application  Software Customer IT Service
Marketi Consultant . e : Educatio
Job categories  Marketing SR Architect  Management o Spaclaist Specialist Development  Service Management =~
wi Ale v s @ =|=|w = w | o Alwv w om e m wom W w o om =
LB R B R e S
z 3= 8 5 5 A 2 = =,
2oz Bagiilgiiesigiizgiersgisasidnzg
AR éim‘zm_,ﬂcaciaﬂ;ﬁm T a g:ﬁ&EgE'oo_n.as-
838e83 285328553 £33 gegf38°5°"8383¢83%3
3 a g o w om 3 3 2 g2 zZ T g st &5 3 & -3
B . 3|5 5 2 o 28 5 8 ] HE 8 ] S 5
Specialty Fields 3 & S ‘f ¥ g E’ % 2 .% ] g g-g £ & H 3 g 5 3
o B F ; = HE
2 =z & & 3 5 B = a 5|3 FER-] o & @ 0
= = q = = 3 3 3 ® 2
EAEEY: 2282 2 I3 g3 3 33 3
3 g8 s 8 £ g g3 2 3 F
g % @ = g ERR] 3
ER 3 = g @
= m
@ A
Level 7
Level 6
Level 5
Level 4
Level 3
Level 2
Level 1

Figure 12 ITSS Career Framework

At each level for a given specialty, the following details are defined:

¢ Roles and Responsibilities

o KPI to assess experience and results

o Expected skills (Skill area definitions for job category and specialty fields)
e Expected proficiency of skills (Knowledge items for each skill in dictionary)
e Training Roadmap / Model curriculum

The seven levels equate to different levels of proficiency as shown in the table below and,
importantly, align with different components of the IT Engineers Exaffias follows:

%8 15.4 million people have taken the ITEE exam, with 1.78 million having passed.
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', Related ITEE
kY Level Concept -
' Skills | Exp
7] LeadWorld IT
6] Lead Domestic IT
5] Lead Company
4 Lead Team Adv
3 Do by oneself AP AP
2 Assist FE FE
1 Follow P P |29

Table 5: Mapping of ITSS Skills Levels to IT Engineers Exam

Approximately 90% of large enterprises and over 60% of SMEs within Japan have
introduced or are consdering introducing ITSS. IPA has also established an agreement with
the Vietnam Software Association for implementation of the ITSS in Vietham (Murayama,
2011; IPA, 2011).

4.2.3.2 O*Net (United States)

O*NET is designed to serve as an occupational/labomarket information resource for
public and private sector use and developmenDeveloped under the sponsorship of the US
Department of Labor/Employment and Training Administration (USDOL/ETA), the
Occupational Information Network progrant (O*Net) is the main soure of occupational
information in the US, with the O*Net database containing information on hundreds of
standardised and occupatiorspecific descriptors, for approximately 1000 occupationsThe
database, which is updated by surveying a range of workers from each occupation, serves as
the key source for O*Net Online (an interactive application for exploring and searching
occupations) and Career Exploration Tools (a set of assessment instrumetfior workers
looking to change career). In doing so, it provides a common language for defining and
describing occupations, andgupports public and private sector efforts to identify and
develop the skills of the American workforce That is to say, orgamsiations typically use the
resource to develop job descriptions, and individuals use it to identify jobs suiting their
skills and interests.

The O*Net Content Model (below) is the conceptual foundation of O*Net, identifying the key
types of information abou work, and integrating them into a consistent model.

29 Adv: Advanced Professional Exams; AP: Applied IT Engimdexam; FE Fundamental IT Engineer
Exam; IP Information Technology Passport Exam
% http://www.onetcenter.org/
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Worker
Characteristics

Abllities
Occupational Interests
Work Values
Work Styles

Occupation

Occupational
Requirements

Generalized W
Detalled Wo

Worker-oriented

Worker
Requirements

Experience
Requirements

Experience and Tralning
Skifs - Entry Requirement
Licensing

Occupation
Specific

Occupation-Specific

Information
Workforce

Characteristics

Tasks
Tools and Technology

Labor Market Information
Occupational Cutiook

¥ganizal 4
Work Context

Job-oriented

(extracted fromhttp://www.onetcenter.org/content.html )
The O*Net Content Model

Figure 13

Recognising the complexity andcale of the task, the O*Net database acts as a publicly
funded hub for an extensive network of developers, agencies and organisations, all working
to enhance the employment potential of Americans. While the government accepts its role
to ensure objectivty and fairness in data collection, it is recognised that a public/private
partnerships are required to leverage the data for usage across the nation. Thus, unties
direction of USDOL/ETA, and in its leadership role, th®@*Net DevelopmeniCenterprovides
core staff tomanage projects and contracts and provides technical support and customer
service to O*NET users.

4.2.3.3 Nasscompyramid mode/

NASSC®, established in 1988 as a nefor-profit organisaton, EO AEOAA AO OOEA POAI
body and chamber of commere ofthe IT" 0/ ET A OO O & kebh@seriing mpré thdf A 6
1200 member companies with a presence in India operating broadly in the spheres of

software development, software services, software products, consulting services, BPO

services, ecommerce & web services, engineering services offshoring and animation and

CAI ET C8 1'33#/--60 1 Ai AROOEEDP AAOA AT 1 OOEOOC
and employs over 2.24 million professionals.

NASSCOM aims to drive the overall growth of the global ofisfoB Y I NJ S&G YR YIFAYydl A
leadership position, by taking up the role of a strategic advisor to the industry. As one of the key
aspects of its strategy, this includes supporting efforts to improve talent supply both in terms of

3 http://www.nasscom.in/Na _sscom/templates/NormalPage.aspx?id=5365
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quantity as well as quigy. India currently has around 347 institutes of higher education and
16,885 college€é ¢ contributing towards the production of approximately 495,000 technical
graduates each year.

NASSCOM has adopted a pyramiodel6 3 SS 6St 260 G2 06S0GGSNI dzy RSNA
requirementsg in turn, this has been used to create specific education and development

initiatives. For example, NASSCOM has worked with the Ministry of Human Resource

Development to set up Indiangtitutes of Information Technology (aimed at increasing

numbers of highly specialised professionals in emerging fields) and IT/Engineering Finishing
{OK22fa O0FAYSR G SylrofAy3a &2dzy3 GSOKYyAOFf 3INI
extending the MSSCOM Assessment of Competence to the IT Services sectdrgdhA@imed

at creating an industry standard for evaluating students wishing to work in the industry).

Top af the Pyramid

Represents high end
| technology skills which are
niche today, but will become
main-stream over a 2-3 year
harizon

Middle of the Pyramid
Represents skills which
are mainstream oday and
represent majority of the
current skill gap in the
industry

MaoP -

Base of the Pyramid

Represents relatively simple
technical skills

Figure 14 . 1 33#/ -80 OUJAI EA -1 AAI

Another importantinitiative of NASSCOM is the IT Workforce Development initiative, which is
focused on aligning industry and academia. For example, NASSCOM has organised workshops,
conferences, faculty sabbaticals, training programmes and mentorship initiatives to syisehron

IT education and industry requirements.

Interestingly, NASSCOM also supports The National Skills Register (NSR) which is a centralised
database of employees of the IT services and BPO companies in India, containing third party
verified personal, qualiation and career information for each individual.

NASSCOM Assessment of Competegdechnology (NAT ech§*

%2 The numbers of institutions cited is not confined to those focusing on technical subjects only.
% http://www.nasscom.in/Nasscom/templates/NormalPage.aspx?id=51761

3 http://www.nac.nasscom.in/nactech/
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NAGCTech has been conceived as an industry standard assessment and certification program

O0i 00DPDI 00 OEA AAOAI | DI Al Qargbted atkinal yépAdudents)UAAT A6 x i

thereby creating a continuous supply of talent for the IT/Engineering industry.

The assessment aims to identify the level of talent across India, and provide feedback to
them on areas for development in order to increastheir employability.

The assessment covers a series of mandatory areas (Verbal Ability, Analytical Ability,
Attention to Detail, Programming Fundamentals, Learning Ability, Written English) as well

as an optional domain knowledge test (covering, for exame] a wide range of key IT
concepts).

4.3

4.3.1

Education and Training

Introduction to Certification

Information Communications and Technology (ICT) certifications (or -eertifications) are
generally regarded as credentials received by an individual in a specificiBlor set of skills

as a result of attaining performance specifications outlined in a job profile. This credential is
determined by an objective assessment process run by a third party. Certifications therefore
validate the competencies of an individualthey represent a link with continuous

professional development; and provide evidence that an individual remains uf-date in a
rapidly changing industry. Referring to the Beier and Dixon (CEN 2006) definition in CEN
Workshop Agreement 15515:

(Tertification often means the awarding of a certificate, or other testimonial, that formally

recognizes and records success in the assessment of knowledge, skills and/or competencies, as

the final step in the completion of a qualification. However, it is also usegaiticular in
relation to ICT practitioner occupations, to mean the Qualification as a whole. It is important o
to be aware of these twad(T AOOT x6 AT A OAOT AAoq T AATET CO T £ AAO

E-certifications are provided by numerous bodies (CEN, 2009T.he most common
classifications include:

ICT university and other academic institutions educational qualifications;

Professional associations qualificatios;

Vendor specific qualifications, focused on the use of vendors own products, such as
certifications provided by Microsoft, Cisco and IBM;

Vendor neutral qualifications, which are similar in nature but present the technology
ET A TATTAO OEAO AIEIi ET AOGAO OEA OO0OOI PEAT
are focused more on best practices and methodology a specific area. Examples
include A+ and Network+ provided by CompTIA;

Vendor independent qualifications, which are delivered by organisations completely
independent of vendors. Examples include the Information Systems Examinations
Board (ISEB) qualifcations provided by the British Computer Society (BCS),

European Certification of Informatics Professionals (EUCIP) provided by the Council
of European Professional Informatics Societies (CEPIS) and the Advanced IT Training
System (AITTS) in Germany.

CEN(2009) identifies the value components of certifications from the perspectives of
numerous stakeholders, including employees, employers, learners, customers and suppliers

of ICT products/services, vendors, and society as a whole. THe%0 ) 3

j cnicrq OOOAU O

Skills Certification in Europedidentified the top five drivers for ICT professionals to acquire
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e-certification: 1) to increase credibility; 2) to assess knowledge; 3p prepare for a new
job; 4) to improve personal productivity; and 5) to meet job rguirements. Similarly, the IT
Certification Council(2011) highlights the following drivers for acquiring certifications:

e Improving technical competence and tangibly measuring and validating their
knowledge in specific areas;

e Creating opportunities for carer enhancement;

e Ensuring currency of skills;

e Enabling portability across organisations;

e Providing evidence to employers that individuals posess the requisite skills for
specific jobs;

e Providing improved service and support to customers, thereby improvingustomer
satisfaction.

Many individuals typically enter the ICT field via university/academic institutions

educational qualifications. For those who do not pursue such qualificationthe certification

process most often begins with acquiring vendeneutral certifications. Such ecertifications

build foundational knowledge and skills which are needed to later master vendespecific

product knowledge and skills (CompTIA, 2004). Multiple points of entry to the certification

process are facilitated by a pyrand certification model. This is built on the concept of a

certification ladder, which delineates various degrees of knowledge and skills associated

with certification programme08 ) O POT I 1 OAO OEA AAOGAT AAT AT O 1 &
knowledge to hicher levels. In general, credentials fall into three categories:

e Basic or entry level certifications which promote the development of basic
understanding, proficiency and knowledge in core skills for those with little
experience in an IT area e.g. MicrostoDffice Specialisbr ECDL / ICDLCertification.

e Intermediate level certifications for individuals with some proven knowledge and
technical skills working in their chosen field e.g. Microsoft Certified IT Professional.
Re-certification may or may not berequired.

e Advanced level certifications for highly skilled ICT professionals; these often require
a combination of education, experience and basic and intermediate certifications as
prerequisites e.g. Microsoft Certified Master Certifications. Many requineeriodic re-
certification and/or annual fees to maintain the credential (Tittle and Kyle, 2010).

The certification process is reliant on several supporting mechanisms including defined skill
standards, methods for accrediting learning material and currigla, validation of assessment
tools, objectivity in administration, reliable protocols for data security, and mechanisms for

tracking compliance and recertification (CEPIS, 2005).

As outlined in the following sections, the ICT certification market has gwn considerably

during the past decade with numerous certification providers and certification products.

4 OAT OPAOAT AU T £ OEAOGA AAOOEAZAEAAOQEITT DHOT AOADGSO
ensure because numerous providers deliver them on a natiohbasis.Quality criteria for

different parts of the certification system, e.g. testing, learning materials, applying quality

standards etc in some cases may differ within and between countries. Similarly, differences

are evident in accreditation measuresnd legal regulations in each country (Wei, 2009).

30AE AT i PIl AGEOEAO EAOA OAOGOI OAA ET BPAOO OADPI 00
AEEEFEAOI O OI OAI AAO OEA AAOOEEZEAAOEIT AAOO OOE
According to Van de Voort (2005), there are simply too many certifications on the market

for stakeholders to be able to understand their inherent value. However, numerous

initiatives, identified in the following sections, have attempted to address these problems

and promote greater transparency of the ICT certification landscape.
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4.3.2 Certification Initiatives in Europe
4.3.2.1 E-Skills Industry Certification Report (2004)

This report on the situation and role of eskills industry certifications was prepared by
CompTIA for the 2004 Eurpean eSkills Conference, on behalf of the-8kills Certification
Consortium (eSCE). The report discusses the role of Industry Based Certifications (IBCs) in
lifelong learning in terms of addressing the needs of performance components required for
ICT roles. Of the eighperformance components identified by Campbell (19907 (i.e.role
specific task proficiency, nornrole specific task proficiency, written and oral communication,
demonstrating effort, maintaining personal discipline, facilitating peer andéam
performance, supervision, management and administration), neither the formal nor the
informal education and training systems could deliver all eight. ICT certifications scope and
reach are oriented towards role specific task proficiency. However, rolpecific task
proficiency together with demonstrating effort and maintaining personal discipline are
three performance componentsequired of every role. This implies that IBCs will

continually be relevant to firms.

However, because IBCs only measure onéthe performance domains relevant to ICT roles,

the report argues for a need to identify and establish ways to fill these gaps. This involves
identifying the academic knowledge and skills, employability knowledge and skills, and

specific occupational andechnical knowledge and skills that pertain to key ICT roles. In

order to bridge the gapsthe report presents the need for a partnership approach between

Ci 6AOT 1 AT Oh ETAOOOOUR AT A AAOAAOEIldaiddr ET OOEO
centredcredentialing systed 8 &1 O OOAE A OUOOAI ODATAA OEAAI

I OAOAOAEET ¢ ATTi11T1T AOAEE O(Ae&o@atn@ﬁnfommatlm befwedni T T 1
formal and nonformal systems,and A 1T AAA £ 0 A O1 Ax 1T £ | EAAI Ax
effecive and efficient use of performance standards and certificatisnd ! AAOAOOET ¢ OE
needs would promote the leveraging of IBCs; identification of ICT certification landscape

gaps, use of a user centred quality assurance process, and improved knowledge/flo

between industry, education and training.

4.3.2.2 ICT 8Skills Certification in Europe (2005)

This study carried out by CEPIS was launcheith 2004 by the European Centre for the
Development of Vocational Training (CEDEFOP) to promote discussjaha European leel,

on ways towards a more harmonised ICT certification landscape. The CEPIS survey reported
in 2005 on several dimensions of ICT certification in Europen total 106 different

certification systems were identified by the survey respondents. Dimensions arined
included:

%e-skills Certification Consortiumz A multi-stakeholder consortium that joined together industry,
governments and training institution representatives to promote industry-based and vendor
independent certifications within EU national education framewaorks. It sought to develop public
private partnership agreements within Member States to incorporate certi€ations within national
education systems, to influence EU level policy development, and give policy guidance on developing
professional ICT skills and competencies-8kills Certification Consortium has evolved into the

current European eSkills Associaion with broader aims.
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e Market recognition,

Level of recognition,

Level of skills (qualification),
Geographic coverage,
Certification body,

Degree of standardization,
Outcome of certification,
Target group,

e Success factors.

Survey respondents largely indtated that Europe needs fewer and more relevantskills
certification schemes. Respondents largely supported the general perception that greater
transparency, comparability and portability of eskills certifications were needed. This
would require enhanceal cooperation and joint activities between relevant stakeholders
through public-private partnerships. Further, a panEuropean meta or reference skills and
qualification framework that incorporates learning outcomes was suggested as an
important tool in any European approach to ecertification.

4.3.2.3 The Harmonise Project (2007)

This EU Leonardo funded project carried out by CEPIS reviewed certification schemes for

ICT professional qualifications with a view towards achieving greater harmonisation across

Europe.The project sought to identify the need for a more harmonised certification market,

AT A O EAAT OEAU AOOOOCA OOADPO AT A | bAddPA O ET A
new harmonised certification scheme, credemain and crossrand, respondingo market

demand for increased professionalism in ICT, harnessing support from the major ICT vendors

AT A 1T A/EA 3 Elsifhatidn taindisiry, practitioners, ICT vendors as well as ICT

professional institution 8 4 EA OOOAU A@AI ET AAq

ICT professiond labour market

ICT skills certification system

ICT certification market

Quality standards for ICT professional certification.

('2-/.)3% OOCCAOOAA OEAO OEA 1 AOEAO xAO A OAAO
types of qualifications, and 5 million ceifications issued over the previous six years.

4 Pillars to Harmonisation

The report suggested that any proposed harmonisation solution would have to cope with
national market characteristics e.g. culture, attitudes, maturity, regulations, structure etc

and would need to develop partnerships to work towards a noitompetitive market space.

In fact CEPIS suggested that a harmonized European approach to certification needed to be
built on four pillars:

e Explaining the roles/needs of ICT professionalism andtandards, with a view
towards driving an international ICT profession and establishing an agreed ICT body
of knowledge that encapsulates principles for certification.
e A multi-stakeholder partnership approach between professional and industry
associations|CT vendors, government bodies and social partners. Further, an ability
01 OAODPITA O 1TT1TAAI AT A ciiTAAl 1 AOEAO AEAOA
that allows different certification schemes to ceexist and be cross referenced was
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required. This was with a view towards creating a norcompetitive environment

i OA1T OA 1T AAAT 6 AT ATT O Oi 6O6OAT UI1TAO

I A&

e Agreed quality standards, principles and measures that are transparent and flexible,
and explained through a quality framework. The survey found it such standards

were highly demanded components of any European framework for ICT certification.

o Network of relationships between ICT certifications, supported by collaboration
between providers, acceptance and integration of other certifications, methis to

combine content of different providers etc. Flexibility in terms of combining modules
and training content would lead to enhanced learning opportunities and ability to

react to skill gaps.

Roadmap towards Harmonisation

CEPIS (2007) also proposed aadmap towards Harmonisation which includes a number of

objectives, steps and measures as outlined Figure 15. Critical objectives in working
towards harmonisation include for example achieving a common understanding and

agreement on the requirements of harmonisation, and achieving greater transparency and

more widespread recognition of ecertifications. Critical measures include for example
establishing a round tableas a forum for information exchange and a facilitator of a

000000 CC

DAOOT AOOEED ADPDPOI AAES8 4tarthg poidt Bfith® @armors&ibrET AO OEAO (

process is the red ocean, which is characterised through market competition, clear business

interests and tte attitude of looking for clear benefits that justify the investment in any

harmonisation endeavoud 8 # %0 ) 3 A O C-@rkeé apfioadh that récdivesiie O
support of ICT professional associations and vendors, in establishing clear measures and

actions.

Figure 15 Roadmap towards Harmonisation

Challenges of Harmonisation

Working towards a harmonised certification market is faced with several challenges:

Themain goal of themajor ICTvendors,leading the ICT certification marketis

higher revenues. For a harmonisation solution to be effective, it needs to overcome

market boundaries by establishing common goals. Hence, a considerable difficulty is

achieving the willingness to buy into harmonistion and the concept of a non
competitive environment, while simultaneously ensuring the ability to create
sufficient revenues for the ICT vendors.

¢ Ability to collaborate, andintegrate the content of different certification systems,

evaluate this contert and promote its acceptance, e.g. the European Credit Transfer
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